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NEW FUNCTION SUMMARY

Support for SMF compliance evidence

z/OS V2R4 and V2R5 Communications Server with APAR PH37372 generates new SMF type 1154
records that provide compliance evidence for the following components:

® TCP/IPstack—subtypel
® FTP daemon-subtype?2
® TN3270E Telnet server—subtype3
® CSSMTPclient—subtype4
This data canbe helpful indetermining compliancewith various industry regulations and standards.

These records are generated whenever an Event Notification Facility (ENF) 86 signal is emitted by a
systemin the sysplex and the ENF 86 parameterlist includes the localz/OS system name. The ENF 86
signal is triggered by az/OSMF Compliance REST API.

Restrictions:

z/0OS APARs OA61443 and OA61444 arerequired tosupport the new ENF 86 signal.

Dependencies:
® The TCP/IP stack must be activeto provide the TCP/IP stackcompliance evidence SMF record.
® The FTP daemonmust be active to provide the FTP daemon compliance evidence SMF record.

® The TN3270E Telnet server must be active to provide TN3270E Telnet server compliance
evidence SMF records (one per server port).

® CSSMTP must beactiveto providethe CSSMTP clientcompliance evidencerecord.
Using Support for SMF compliance evidence

To use Support for SMF compliance evidence, perform the tasks in Table 1. Support for SMF
compliance evidence.

Table 1. Support for SMFcompliance evidence

Task/Procedure Reference
Review the data providedinthe SMF 1154 records. ® SMFtypell54recordsand AppendixF.
Type 1154 SMFrecordsinz/0S
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Communications Server: IP
Programmer’s Guide and Reference

Assembler mapping macro EZASM482
canbefound in SYS1.MACLIB

C header mapping filecanbe foundin
SEZANMAC(EZA482) or
Jusr/include/eza482.h
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Z/0S RELEASE UPGRADE REFERENCE SUMMARY

New and changed System Management Facilities (SMF) records for z/OS V2R5

This topic lists the System Management Facilities (SMF) records for z/OS elements and features that are
new or changed for z/OS V2R5.

Table 3 providesalist of SMF records that are new or changed for z/OS V2R5. Detailed information
about these SMF records canbe found in one of the following documents, asindicated by the "Where
documented" columninTable 3.

Communications Server:

® Type 119 SMFrecordsinz/OS Communications Server: IP Programmer's Guide and Reference
® Typell54SMFrecordsinz/OS CommunicationsServer: IP Programmer's Guide and Reference

® Tuning input/output (I/O) operations for RoCE connections in z/0S Communications Server: SNA
Network Implementation Guide

This topic lists the System Management Facilities (SMF) records for z/OS elements and features that are
new or changed for z/OS V2R5.

Table 3. New and changed System Management Facilities (SMF) records for z/OS V2R5

SMF record z/0S elementor Description Where documented
feature
Type 1154 CommunicationsServer [ New SMF1154 records | Communications Server
® Subtypel, TCP/IP Reason for change:
stack compliance Support for SMF

evidencerecord

® Subtype2, FTP
daemon
compliance
evidence record

® Subtype3,
TN3270E Telnet

server compliance
evidencerecord

® Subtyped,
CSSMTP client

compliance evidence
(APAR PH37372)
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compliance
evidencerecord

New and changed membersin SYS1.MACLIB for z/OS V2R5

This topic liststhe lists the new and changed members of SYS1.MACLIB for z/OS V2R5.

Table 4. New and changed members in SYS1.MACLIB for z/OS V2R5

Member Elementorfeature Description Reason forchange

EZASM482 Communications Server | New mapping for the Support for SMF
SMF 1154, subtype1 - | compliance evidence
4 records (APAR PH37372)

New and changed System Management Facilities (SMF) records for z/OS V2R4

This topic lists the System Management Facilities (SMF) records for z/OS elements and features that are
new or changed for z/OS V2R4.

Table 5 providesalist of SMF records that are new or changed for z/OS V2R4. Detailed information

about these SMF records can be found in one of the following documents, asindicated by the "Where
documented" columninTable 5.

Communications Server:

® Type 119 SMFrecordsinz/OS Communications Server: IP Programmer's Guide and Reference

® Typell54SMFrecordsinz/OS Communications Server: IP Programmer's Guide and Reference

® Tuning input/output (I/O) operations for RoCE connections in z/0S Communications Server: SNA
Network Implementation Guide

This topic lists the System Management Facilities (SMF) records for z/OS elements and features that are
new or changed for z/OS V2R4.

Table 5. New and changed System Management Facilities (SMF) records for z/0S V2R4

SMF record z/0S elementor Description Where documented
feature
Type 1154 Communications Server [ New SMF1154 records | Communications Server
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® Subtypel, TCP/IP
stack compliance
evidencerecord

® Subtype2, FTP
daemon

compliance
evidencerecord

® Subtype3,
TN3270E Telnet

server compliance
evidence record

® Subtyped4,
CSSMTP client
compliance
evidencerecord

Reason for change:
Support for SMF
compliance evidence
(APAR PH37372)

New and changed membersin SYS1.MACLIB for z/OS V2R4

This topic lists the lists the new and changed members of SYS1.MACLIB for z/OS V2RA4.

Table 6. New and changed members inSYS1.MACLIB for z/OS V2R4

Member

Element orfeature

Description

Reason forchange

EZASM482

Communications Server

New mapping for the
SMF 1154, subtype1 -
4 records

Support for SMF

compliance evidence
(APAR PH37372)
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IP PROGRAMMER’S GUIDE AND REFERENCE

SMF records

Installations canuse Systems Management Facilities (SMF) records for purposes such as performance

management, capacity planning, auditing, and accounting. z/OS® Communications Serverprovides the
following SMF recordtypes:

e Typel09,Syslogd SMFrecords

e Typell8,eventandinterval recordsfor TCP/IP and several applications; these records are no
longer enhanced

e Typell9,eventand interval recordsfor TCP/IP and several applications; these records are
continuing to be enhanced

e Typell54,compliance evidence recordsfor TCP/IP and several applications; these records are
continuing to be enhanced

These records canbe processed fromthe MVS™ SMF datasets or from SMF exits. Some of the records
canalsobe processed programmatically by using the real-time SMF NMI. See Real-time TCP/IP network

monitoring NMI for more information. See Type 109 SMF records, Type 118 SMF records, Type 119 SMF
recordsand Type 1154 SMF records for detailed layouts of the records.

For general information about the uses of SMF records see z/OS Communications Server: IP
Configuration Guide.

e SMFtypel109 records

e SMFtypel1l18records

e SMFtypel119records

e SMFtypelil54records

SMFTYPE 1154 RECORDS

SMFtype 1154 records provide compliance evidence for participating components with each
component having a defined subtype. Communications Server provides SMF 1154 records for the
TCP/IP stack, the FTP daemon, the TN3270E Telnet server,and the CSSMTPclient.

SMFtypeli154recordsare generated whenan ENF86 signal is received that requests compliance
evidence for the local system. The ENF 86 signal is triggered by az/OSMF Compliance REST API. For
more information on RESTAPI, see z/OS Compliance REST Interface inz/OSMF Programming Guide.



https://www.ibm.com/docs/en/zos/2.5.0?topic=interfaces-real-time-tcpip-network-monitoring-nmi
https://www.ibm.com/docs/en/zos/2.5.0?topic=interfaces-real-time-tcpip-network-monitoring-nmi
https://www.ibm.com/docs/en/zos/2.5.0?topic=reference-type-109-smf-records
https://www.ibm.com/docs/en/zos/2.5.0?topic=reference-type-118-smf-records
https://www.ibm.com/docs/en/zos/2.5.0?topic=reference-type-119-smf-records
https://www.ibm.com/docs/en/zos/2.5.0?topic=reference-type-119-smf-records
https://www.ibm.com/docs/en/zos/2.5.0?topic=considerations-accounting-smf-records
https://www.ibm.com/docs/en/zos/2.5.0?topic=server-zos-communications-ip-configuration-guide
https://www.ibm.com/docs/en/zos/2.5.0?topic=server-zos-communications-ip-configuration-guide
https://www.ibm.com/docs/en/zos/2.5.0?topic=records-smf-type-109
https://www.ibm.com/docs/en/zos/2.5.0?topic=records-smf-type-118
https://www.ibm.com/docs/en/zos/2.5.0?topic=records-smf-type-119
https://www.ibm.com/docs/en/zos/2.5.0?topic=services-zos-compliance-rest-interface#zOSComplianceRESTInterface
https://www.ibm.com/docs/en/zos/2.5.0?topic=facility-zos-management-programming-guide
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Communications Server provides compliance evidencein the following SMF 1154 subtypes:
e TCP/IPstack compliance evidence record (subtype 1)
e FTP daemoncompliance evidence record (subtype 2)
e TN3270E Telnet server compliance evidencerecord (subtype 3)
e CSSMTPclientcompliance evidence record (subtype4)
SMFtype 1154 records utilizeacommon structure. Each record is organized as follows:
e SMFextendedheader
e SMF1154 common self-defining section
e SMF1154 common header
e SMF 1154, subtype-specific self-defining section
e Sectionscontaining datafor therecord

Youcanparsethe SMFtype 1154 records that Communications Server generates by using macros and
header files.

e For assemblerapplications, use the following macros which are installedin SYS1.MACLIB:
o IFASMFHforthe SMF extended header
o IFAR1154 forthe SMF 1154 common self-defining sectionand the common header
o EZASM482for the Communications Server subtype-specific mappings

e For C/C++applications, use the following headerfiles:

o IFASMFH forthe SMF extended header, whichisinstalled inSYS1.SIEAHDR.H and
/usr/include/zos

o IFAR1154 forthe SMF 1154 common self-defining sectionand the common header,
whichis installed inSYS1.SIEAHDR.H and /usr/include/zos

o ezad82.hforthe Communications Server subtype specific mappings

= This header fileis installed in TCP/IP data set SEZANMAC, and inthe
/usr/include file systemdirectory.

For the layout of SMFtype 1154 records, see Appendix F. Type 1154 SMF records.
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APPENDIX F. TYPE 1154 SMF RECORDS

SMFtype 1154 records provide compliance evidence for participating components with each
component having a defined subtype. Communications Server provides SMF 1154 records for the
TCP/IP stack, the FTP daemon, the TN3270E Telnet server,and the CSSMTPclient.

EachSMF 1154 record contains an SMF extended header, SMF 1154 common information, a subtype-
specific self-defining section, and sections containing data for the record.

® SMF extended header

SMFtype 1154 records use the Extended SMF record header. For a definition of the extended
header, see the “Extended SMF record header Version 1” table in Standard and extended SMF

record headersinz/0OS MVS SystemManagement Facilities (SMF). The extended record type,
SMFHDR1_EXT_RTYissetto1154(x’482).

® SMF 1154 common self-defining section and commonheader

For the commonarea mapping of Type 1154 SMF records common section, see Record common
area mapping inz/QS MVS System Management Facilities (SMF).

Following the common header, each SMF 1154 hasa subtype-specificsectionthatdescribesits
contents. Communications Server provides the following SMF 1154 SMF subtype records:

® TCP/IPstack compliance evidence record (subtype 1)
® FTP daemoncompliance evidence record (subtype 2)
® TN3270E Telnet server compliance evidencerecord (subtype 3)

® CSSMTPclientcompliance evidence record (subtype4)

Other SMF 1154 subtypesare provided bya number of z/0S components and applications. For a
complete list of SMF 1154 subtypes, see Record type 1154inz/0S MVS System Management Facilities

(SMF).
This topic includes the following information:

Mapping SMFrecords

Standard data format concepts

ExtendedSMFtypel1154, subtypel - TCP/IP stack compliance evidence record
Extended SMFtypel1154, subtype 2 - FTP compliance evidence record
Extended SMFtypel1154, subtype 3 -TN3270 compliance evidencerecord
ExtendedSMFtypel1154, subtype 3 - CSSMTP compliance evidence record



https://www.ibm.com/docs/en/zos/2.5.0?topic=practices-standard-extended-smf-record-headers
https://www.ibm.com/docs/en/zos/2.5.0?topic=practices-standard-extended-smf-record-headers
https://www.ibm.com/docs/en/zos/2.5.0?topic=mvs-zos-system-management-facilities-smf
https://www.ibm.com/docs/en/zos/2.5.0?topic=evidence-record-common-area-mapping#rec1154map
https://www.ibm.com/docs/en/zos/2.5.0?topic=evidence-record-common-area-mapping#rec1154map
https://www.ibm.com/docs/en/zos/2.5.0?topic=mvs-zos-system-management-facilities-smf
https://www.ibm.com/docs/en/zos/2.5.0?topic=records-record-type-1154-x482-zos-compliance-evidence#rec1154
https://www.ibm.com/docs/en/zos/2.5.0?topic=mvs-zos-system-management-facilities-smf
https://www.ibm.com/docs/en/zos/2.5.0?topic=mvs-zos-system-management-facilities-smf
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Mapping SMF records

To allowanapplicationtobe ableto process SMF 1154 records,z/OS Communications Server provides
mapping macros and C header files.

® Assemblerapplications
For assembler applications, use the following macros which are installedin SYS1.MACLIB:

e IFASMFH forthe SMF extendedheader
e IFAR1154 forthe SMF 1154 common self-defining sectionand the common header

e EZASMA482 for the Communications Server subtype-specific mappings

EZASM482 producesassembler level DSECTs that can be used to map the various record
formats describedinthistopic. Wheninvoking EZASM482, all record mappings are created by
default. Code NO for any of the operands to exclude those mappings fromthe assembleroutput.

® C/C++applications

For C/C++applications, the following headerfiles provide the SMF record mappings:

e IFASMFH forthe SMF extended header, whichisinstalled inSYS1.SIEAHDR.H and
Jusr/include/zos

e IFAR1154 forthe SMF 1154 common self-defining section and the common header, whichis
installed inSYS1.SIEAHDR.H and /usr/include/zos

e eza482.hforthe Communications Server subtype specific mappings

o This headerfileis installed in TCP/IP data set SEZANMAC, and inthe /usr/includefile
systemdirectory.

Standard data format concepts

The following conceptsapplytostandard data formats:

e I[P addresses

The IPv4 and IPv6 addresses are defined inthe same 16-byte field inthe record section. The IPv4
addressisreported inthefirst 4 bytes of the field, and the IPv6 address occupies the whole field. A
flagfield inthe record sectionindicates whetherthe field contains an IPv4 or an IPvé address.

® Characterdata

Allcharacterdataisin EBCDIC using the IBM-1047 code page. The field values are left-justified and
padded withtrailing blanks to the maximum length of the field. If there is no value for the field it is
set to blanks.

10
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® Binarydata

All fields witha binary format are set to binary zeros if there is no value for the field.

SMF type 1154,subtype 1 -TCP/IP stack compliance evidence record

The TCP/IP stack compliance evidence record provides information on current TCP/IP profile settings
for aspecific TCP/IP stack.

If the SMF 1154 informationexceeds 32,756 bytes, multiple records are created to provide the
complete set of information. In the SMF 1154 common header SMF1154_C_RecordInd
indicates whether “more records follow” and SMF1154_C_SeqNum indicates the sequence
number. The sequence number starts at 0 in the first record and is incremented by 1 with
each additional record.

The triplets in the 1154 subtype 1 specific section indicate which sections (and how many
instances of the section) areincluded in the record.

Records within a set of records can be correlated using the extended record subtype
(SMFHDR1_STP) fromthe extended SMF header and the system name
(SMF1154_C_SystemName), sysplex name (SMF1154_C_SysplexName), jobname
(SMF1154_C_Jobname), and request ID (SMF1154_C_RequestID) fromthe SMF 1154
common header.

Each record contains an SMF extended header, an SMF 1154 common triplets section, an SMF
1154 common header section, and an SMF 1154 subtype 1 specific section (self-defining
section). The subtype specific section indicates the additional sections that are included in
the record.

1154 subtype 1 specific section, self-defining section

This section defines the additional sections that areincluded inthe record. Atriplet isincluded for each
defined section. Thetriplet includes the offset to the section fromthe start of the record, the length ofa
singleinstance of the section, and the number of instances of the sectionin the record.

Offset Name Length Format Description

0(x’00") SMF1154_ 1 _TRN 2 Binary Number of triplets
in this record (set
to9)

2(x’02") 2 Reserved (set to
0)

4(x’047) SMF1154 1 S1_Offset 4 Binary Offset to TCP/IP
stack information

11
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section (fromthe
start of the record)

8(x’08’)

SMF1154_1_S1_Llength

Binary

Lengthof TCP/IP
stack information
section

10(x’0A’)

SMF1154_1_S1_Number

Binary

Number of TCP/IP
stack information
sections (setto 1)

12(x’0C’)

SMF1154_1_S2_Offset

Binary

Offset to IPv4
configuration

section (fromthe
start of therecord)

16(x’10°)

SMF1154_1_S2_Llength

Binary

Lengthof IPv4
configuration
section

18(x’12’)

SMF1154_1_S2_Number

Binary

Number of IPv4
configuration
sections (setto 1)

20(x’14’)

SMF1154_1_S3_Offset

Binary

Offset to IPv6
configuration

section (fromthe
start of the record)

24(x’187)

SMF1154_1_S3_Length

Binary

Length of IPv6
configuration
section

26(x’1A)

SMF1154_1_S3_Number

Binary

Number of IPv6
configuration
sections (setto O
orl)

28(x'1C)

SMF1154_1_S4_Offset

Binary

Offset to TCP
configuration
section (fromthe
start of the record)

12
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32(x’207%)

SMF1154_1_S4_Length

Binary

Lengthof TCP

configuration
section

34(x’22’)

SMF1154_1_S4_Number

Binary

Number of TCP
configuration
sections (setto 1)

36(x'24°)

SMF1154_1_S5_Offset

Binary

Offset to UDP
configuration
section (fromthe
start of therecord)

40(x’28’)

SMF1154_1_S5_Length

Binary

Lengthof UDP

configuration
section

42(x’2A’)

SMF1154 1 S5 Number

Binary

Number of UDP
configuration
sections (setto 1)

44(x’2C’)

SMF1154_1_S6_Offset

Binary

Offset to Global
configuration
section (fromthe
start of the record)

48(x’30°)

SMF1154_1_Sé6_Length

Binary

Length of Global

configuration
section

50(x’32%)

SMF1154_1_S6_Number

Binary

Number of Global
configuration
sections (setto 1)

52(x’34")

SMF1154_1_S7_Offset

Binary

Offset to Port
configuration
section (fromthe
start of the record)

56(x’38’)

SMF1154_1_S7_Length

Binary

Length of Port
configuration

13
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section

58(x’3A")

SMF1154_1_S7_Number

Binary

Number of Port
configuration
sections

60(x’3C’)

SMF1154_1_S8_Offset

Binary

Offset to
Management
configuration
section (fromthe
start of the record)

64(x’40’°)

SMF1154_1_S8_Length

Binary

Length of
Management
configuration
section

66(x’42’)

SMF1154 1 S8 Number

Binary

Number of
Management
configuration
sections (setto 1)

68(x’44’)

SMF1154_1_S9_Offset

Binary

Offset to Network
access
configuration
section (fromthe
start of the record)

72(x’48’)

SMF1154_1_S9_Length

Binary

Length of Network
access
configuration
section

74(x’4A")

SMF1154_1_S9_Number

Binary

Number of
Network access
configuration
sections

TCP/IP stack information section

Offset

Name

Length

Format

Description

14
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Offset Name

Length

Format

Description

0(X'0") |SMF1154_1_PICOEye

4

EBCDIC

Identifier - ‘PICO’

4(X'4")  |SMF1154_1_PICOStartTime

8

Binary

TimeTCP/IPstackwas started (TOD
clock value)

12(X'C") |SMF1154_1_PICOStartDate

4

Packed

Date TCP/IP stack was started

16(X'10")|SMF1154_1_PICOSysplexGrpN

ame

EBCDIC

Sysplex group name.

The value is populated whenthe TCP/IP
stack joinsthe sysplex group. Ifthe
TCP/IP stack has never joined the
sysplex group since it was initialized, this
field is set toblanks.

24(x'18')|SMF1154_1_PICOIpvé

Binary

IPv6 support

0 - IPv6 is not enabled onthis TCP/IP
stack

1-IPv6 is enabled onthis TCP/IP stack

Configured in the BPXPRMxx parmlib
member for this TCP/IP stack.

25(x'19")

Reserved. Setto 0.

IPv4 configuration section

The informationthat is provided inthe IPv4 configuration section reflects fields thatare configured on
the IPCONFIG statement inthe TCP/IP profile unless otherwise noted.

Offset Name

Length

Format

Description

0(X'0") |SMF1154_1_VACFEye

4

EBCDIC

Identifier— ‘VACF

SMF1154_1_VACFDatagramFw|

IPv4 Datagram forwarding

0 - Stackis not forwarding IPv4
datagrams

4(X'4”) d 1 Binary |1-Stackisforwarding IPv4 datagrams
Configured withthe DATAGRAMFWD /
NODATAGRAMFWD parameter.
IPv4 Dynamic XCF interfaces defined
5(X'5’) [SMF1154_1_VACFDynamicXcf |1 Binary |0~ IPv4dynamic XCFinterfacesarenot

defined

1 - IPv4 dynamic XCF interfacesare

15
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Offset

Name

Length

Format

Description

defined and the following fields contain
dynamic XCF configured values:
e SMF1154 1_VACFDynXcfAddr
e SMF1154_1_VACFDynXcfMask
e SMF1154_1_VACFDynXcfSecCla
ss

Configured withthe DYNAMICXCF/
NODYNAMICXCF parameter.

6(X’'6")

SMF1154_1_VACFIgnRedirectC

fg

Binary

Ignore ICMP redirects configured

0 - Ignore ICMP redirectsis not
configured inthe TCP/IP profile

1 -Ignore ICMP redirectsis configured in
the TCP/IP profile

Configured withthe IGNOREREDIRECT
parameter.

7(X’7’)

SMF1154_1_VACFIgnRedirectA

ct

Binary

Ignore ICMP redirects active
0 - ICMP redirectsare notignored

1-ICMPredirectsareignored,
SMF1154_1_VACFIgnRedirectRsn
indicates the reason why ICMP redirects
are beingignored.

8(X’8’)

SMF1154_1_VACFIPSecurity

1

Binary

IP security enabledforIPv4
0 - IP security is not enabled for IPv4
1-IP security isenabled for IPv4

Configured withthe IPSECURITY
parameter.

9(X’9")

SMF1154_1_VACFDVIPSec

Binary

IPsec tunnels eligible for sysplex-wide
distribution and takeover

0 = Sysplex-wide tunnels are not
enabled.

1 = Sysplex-wide tunnels are enabled for
bothIPv4 and IPv6.

Configured withthe DVIPSEC parameter
on the IPSEC statement inthe TCP/IP
profile.

16
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Offset

Name

Length

Format

Description

10(X’A’)

Reserved. Setto 0.

12(X’'C’)

SMF1154_1_VACFArpTimeout

4

Binary

ARP cachetimeoutforLCS devices

ARP cachetimeout in seconds for LAN
channel station (LCS) devices. Thevalue
is in the range of 60 — 86400 seconds.

This value canbe configured onthe
ARPAGE statement oronthe ARPTO
parameter of the IPCONFIG statementin
the TCP/IP profile.

16(X’10%)

SMF1154_1_VACFDynXcfAddr

4

Binary

Dynamic XCFIPv4 address

This field is valid if
SMF1154_1_VACFDynamicXcfisset to
1.

Configured withthe DYNAMICXCF
parameter.

20(X’14")

SMF1154_1_VACFDynXcfMask

1

Binary

Dynamic XCF number of maskbits

This field is valid if
SMF1154_1_VACFDynamicXcfisset to
1.

This field has avalue from1 — 32.

Configured withthe DYNAMICXCF
parameter.

21(X’15")

SMF1154_1_VACFDynXcfSecCl

ass

1

Binary

Dynamic XCF securityclass
This field is valid if

SMF1154_1_VACFDynamicXcfisset to
1.

Security class value (1 - 255) assigned to
the XCF interface for use with IP filtering.

Configured withthe DYNAMICXCF
SECCLASS parameter.

22(X’16")

n

SMF1154_1_VACFIgnRedirectR
S

Binary

Reason ICMP Redirectsignored

This field is valid if

17
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Offset

Name

Length

Format

Description

SMF1154_1_VACFIgnRedirectAct is set
tol.

SMF1154_1_VACFIgnRedRsn_CFG(1)—
IGNOREREDIRECT parameter
configured onthe IPCONFIG statement
in the TCP/IP profile

SMF1154_1_VACFIgnRedRsn_OMP (2) —
OMPROUTE set ignore redirects

SMF1154_1_VA4CFIgnRedRsn_IDS (3) -
IDS policy configuredtodiscard ICMP
Redirects

23(X’17)

t

SMF1154_1_VACFReasmTimeo|
u

Binary

Reassemblytimeout

Reassembly timeout value in seconds.
The valueis in therange of 1 - 240
seconds.

Configured withthe
REASSEMBLYTIMEOUT parameter.

24(X’18’)

SMF1154_1_VACFTTL

Binary

TimetolLive

Time tolive or hop limit foran IPv4
packet.Thevalueis intherangeof 1 -
255,

Configured withthe TTL parameter.

25(x’19’)

Binary

Reserved. Set to 0.

IPv6 configuration section

The informationthat is provided inthe IPvé6 configuration section reflects fields thatare configured on
the IPCONFIG6 statement inthe TCP/IP profile unless otherwise noted. This sectionisincluded if IPv6
is enabled for the TCP/IP stack (SMF1154_1_PICOIpv6=1).

Offset Name Length | Format Description
0(X'0") SMF1154_1_V6CFEye 4 EBCDIC [Identifier — ‘V6CF’
4(X'4") SMF1154_1_V6CFDatagram|1 Binary [IPv6 datagram forwarding

18
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Offset

Name

Length

Format

Description

Fwd

0 - Stackis not forwarding IPv6
datagrams

1 - Stackisforwarding IPv6 datagrams

Configured withthe DATAGRAMFWD /
NODATAGRAMFWD parameter.

5(X'5")

SMF1154_1_V6CFDynamicX

cf

Binary

IPv6 Dynamic XCF interfaces defined

0 - IPv6 dynamic XCF interfaces are not
defined

1 - IPv6 dynamic XCFinterfacesare
defined and the following fields contain
dynamic XCF configured values:
e SMF1154_1_V6CFDynXcfAddr
e SMF1154_1_V6CFDynXcfPfxRtel
en
e SMF1154_1_V6CFDynXcfSecClas
s

Configured withthe DYNAMICXCF/
NODYNAMICXCF parameter.

6(X'6")

SMF1154_1_V6CFDynXcfIfl

DFlg

Binary

Dynamic XCFIPv6 InterfaceID
configured

This field is valid if
SMF1154_1_V6CFDynamicXcfissettol.

0 - No IPv6 interface ID configured. Link-
local address generated witharandom
value.

1 - IPv6 interface ID configured and
contained inthe
SMF1154_1_V6CFDynXcfIntrIDfield.
Link-local address generated withthe
specified value.

Configured withthe DYNAMICXCF INTFID
parameter.

7(X'7"

SMF1154_1_Vé6CFIgnRedire

ctCfg

Binary

Ignore ICMPvé6redirects configured

0 - Ignore ICMPVé6 redirectsis not
configured inthe TCP/IP profile

1 - Ignore ICMPV6 redirectsis configured
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Offset

Name

Length

Format

Description

in the TCP/IP profile

Configured withthe IGNOREREDIRECT
parameter.

8(X'8")

SMF1154_1_Vé6CFIgnRedire

ctAct

Binary

Ignore ICMPvé6redirectsactive
0 - ICMPv6 redirectsare not ignored

1 - ICMPv6 redirectsareignored,
SMF1154_1_V6CFIgnRedirectRsn
indicates the reasonwhy ICMPv6
redirectsare beingignored.

9(X'9")

SMF1154_1_V6CFIgnoreRtr

HopLim

Binary

Ignore routeradvertised hop limit
0 - Donot ignore router advertised hop
limits.

1 - Ignorerouteradvertised hop limits.

Configured withthe
IGNOREROUTERHOPLIMIT/
NOIGNOREROUTERHOPLIMIT parameter.

10(X'A")

SMF1154_1_V6CFIPSecurity

1

Binary

IP security enabledforIPv6
0 - IP security is not enabled for IPv6
1 - IP security isenabled for IPv6

Configured withthe IPSECURITY
parameter.

11(X'B")

Reserved. Setto0

12(X'C")

SMF1154_1_V6CFDynXcfInt

fID

Binary

Dynamic XCFIPv6 interfaceID

This field is valid if
SMF1154_1_V6CFDynXcfIfIDFIgis set to
1.

Configured withthe DYNAMICXCF INTFID
parameter.

20(X'14")

SMF1154_1_V6CFDynXcfAd

dr

16

Binary

Dynamic XCFIPv6 address

This field is valid if
SMF1154_1_V6CFDynamicXcfissettol.

Configured withthe DYNAMICXCF
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Offset

Name

Length

Format

Description

parameter.

36(X'24")

SMF1154_1_V6CFDynXcfPfX

RtelLen

Binary

Dynamic XCF prefix route length

This field is valid if
SMF1154_1_V6CFDynamicXcfissettol.

The field is avalue from1 - 128.

Configured withthe DYNAMICXCF
parameter.

37(X'25")

SMF1154_1_V6CFDynXcfSeq

Class

Binary

Dynamic XCF securityclass

This field is valid if
SMF1154_1_V6CFDynamicXcfissettol.

Security class value (1 - 255) assigned to
the IPv6 XCF interface for use with IP
filtering.

Configured withthe DYNAMICXCF
SECCLASS parameter.

38(X'26"

SMF1154_1_V6CFHopLimit

Binary

IPv6 hop limit

Hop limit for anIPv6 packet. Thevalueis
intherange of 1 —255.

Configured with the HOPLIMIT parameter.

39(X'27")

SMF1154_1_V6CFIcmpErrLi

mit

Binary

ICMPveé6errorrate limit

Number of ICMPv6 error messages (1 —
20)that canbesent toa particularIPvé
destination per second.

Configured withthe ICMPERRORLIMIT
parameter.

40(X'28")

SMF1154_1_Vé6CFIgnRedire

ctRsn

Binary

Reason ICMPv6 Redirects ignored

This field is valid if
SMF1154_1_V6CFIgnRedirectAct is set
tol.

SMF1154_1_V6CFIgnRedRsn_CFG(1)—
IGNOREREDIRECT parameterconfigured

on the IPCONFIG6 statement inthe
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Offset

Name

Length

Format

Description

[TCP/IP profile

SMF1154_1_V6CFIgnRedRsn_OMP (2) -
OMPROUTE set ignore redirects

SMF1154_1_V6CFIgnRedRsn_IDS (3) -
IDS policy configuredtodiscard ICMP6
Redirects

41(X’29’)

SMF1154_1_V6CFOSMSecCl
ass

Binary

OSM security class

Security classvalue (1 - 255) assigned to
each OSM interface for use with IP
filtering.

Configured withthe OSMSECCLASS
parameter.

42(X'2A")

Reserved. Set to 0.

TCP configuration section

The informationthat is provided inthe TCP configuration sectionreflects fields that are configured on
the TCPCONFIG statement inthe TCP/IP profile unless otherwise noted.

Offset

Name

Length

Format

Description

0(X'0")

SMF1154_1_TCCFEye

4

EBCDIC

Identifier— ‘TCCF’

SMF1154 1 TCCFRestrictLowP

Restrict TCP low ports
0 — TCP ports1-1023 are not restricted
1— TCPports1-1023 arerestricted

4(X'4") orte 1 Binary
Configured withthe RESTRICTLOWPORTS
UNRESTRICTLOWPORTS parameter
TCP timestampoption enabled
0 — TCP timestamp optionis not enabled
5(X'5") |SMF1154_1_TCCFTimeStamp (1 Binary [1— TCPtimestamp optionisenabled

Configured withthe TCPTIMESTAMP /
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Offset Name Length | Format Description

NOTCPTIMESTAMP parameter

AT-TLS functionactivated

0 - Applicationtransparent Transport
Layer Security (AT-TLS) is not active for

. the TCP/IP stack.
6(X'6) |SMF1154_1_TCCFTtls 1 Binary b _ AT-TLS is active for the TCP/IP stack.

Configured withthe TTLS / NOTTLS
parameter

7(X'7" 1 Reserved. Setto 0.

TCP ephemeral port range start

The starting port for the range of
ephemeral portstobeassigned whenthe

SMF1154_1_TCCFEphemPortB bind is done. The value canbein the

8X8) | Conum 2 Binary |range 1024 - 65535,

Configured with the EPHEMERALPORTS
parameter.

TCP ephemeral port range end

[The ending port for the range of
ephemeral portstobeassigned whenthe

.~ |SMF1154_1_TCCFEphemPortE . bind is done. The value canbein the
10(CA) |- dNum 2 Binary |-ange1024 - 65535,

Configured withthe EPHEMERALPORTS
parameter.

Maximum queued connection requests

[The maximum number of pending
connectionrequests queued forany TCP

. listening socket. The valueis in therange
12(XICI) SMF1154_1_TCCFSOM8XCOHH 4 Blnary of 1-2147483647.

Configured withthe SOMAXCONN
statement inthe TCP/IP profile.

FINWAIT2 interval

The number of secondsa TCP connection
2 Binary [should remaininthe FINWAIT2 state. The
valueis in the range 1 — 3600 seconds.

16(X'10") 2M F1154 1 TCCFFinWait2Tim
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Offset

Name

Length

Format

Description

Configured withthe FINWAIT2TIME
parameter.

18(X’12’)

SMF1154 1 TCCFTimeWaitInt
erval

Binary

TIMEWAIT interval

The number of secondsa TCP connection
remainsin the TIMEWAIT state. The value
isinthe range 0 — 120 seconds.

Configured withthe TIMEWAITINTERVAL

parameter.

UDP configuration section

The informationthat is provided inthe UDP configuration section reflects fields that are configured on
the UDPCONFIG statementinthe TCP/IP profile unless otherwise noted.

Offset

Name

Length

Format

Description

0(X'00"

SMF1154_1_UDCFEye

4

EBCDIC

Identifier— ‘UDCF’

4(X'4")

SMF1154 1 UDCFRestrictLow
Ports

1

Binary

Restrict UDP low ports
0— UDPports1-1023 are not restricted
1—-UDPports1-1023 arerestricted

Configured withthe RESTRICTLOWPORTS
/ UNRESTRICTLOWPORTS parameter

5(X'5")

SMF1154_1_UDCFChkSum

Binary

UDP checksumrequired

0 - UDP layer does not perform checksum
processing for IPv4 packets

1 - UDP layer performs checksum
processing for IPv4 packets.

Configured withthe UDPCHKSUM/
NOUDPCHKSUM parameter

6(X'6")

SMF1154_1_UDCFQueueLimit

Binary

UDP queue limit enabled
0 - No queue limit set for UDP.

1 - Queue limit set for UDP. Maximum of
2000 incoming datagrams are queuedon
a UDP socket.
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Configured withthe UDPQUEUELIMIT/
NOUDPQUEUELIMIT parameter

7(X'7")

Reserved. Set to 0.

8(X'8")

SMF1154_1_UDCFEphemPortB
egNum

Binary

UDP ephemeral port range start

The starting port for the range of
ephemeral portstobeassigned whenthe
bind is done. The value canbein the
range 1024 - 65535.

Configured withthe EPHEMERALPORTS
parameter.

10(X’A’)

SMF1154_1_UDCFEphemPortH
ndNum

Binary

UDP ephemeral port range end

The ending port for the range of
ephemeral portstobeassigned whenthe
bind is done. Thevalue canbein the
range 1024 -65535.

Configured with the EPHEMERALPORTS
parameter.

Global configuration section

The informationthat is provided inthe global configuration section reflects fields that are configured on
the GLOBALCONFIG statementinthe TCP/IP profile unless otherwise noted.

Offset

Name

Length

Format

Description

0(X'0")

SMF1154_1_GBCFEye

4

EBCDIC

Identifier— ‘GBCF’

4(X'4")

SMF1154_1_GBCFExpBindPort
Range

1

Binary

Explicit bind port range defined

0— TCP/IP stack does not participatein
the allocation of ports froma pool
guaranteed to be unique acrossthe
sysplex.

1 - TCP/IP stack participatesinthe
allocationof ports froma pool guaranteed
tobeunique acrossthe sysplex, when
processing anexplicitBind ofa TCP
socket tothe IPv4 INADDR_ANY address,
or tothe IPv6 unspecified address
(inbaddr_any),and port 0. The following
fields containthe port range values:

e SMF1154_1_GBCFExpBindPortBe
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Offset

Name

Length

Format

Description

gNm
e SMF1154_1_GBCFExpBindPortEn
dNm

Configured withthe
EXPLICITBINDPORTRANGE/
NOEXPLICITBINDPORTRANGE
parameter.

5(X'5")

SMF1154 1 GBCFMIsChkTerm
inate

1

Binary

MLS check terminate

0 - TCP/IP stack is not terminated when
inconsistent configurationinformationis
discovered ina multilevel-secure
environment.

1 - TCP/IP stackisterminated when
inconsistent configuration informationis
discovered ina multilevel-secure
environment.

Configured with MLSCHKTERMINATE /
NOMLSCHKTERMINATE parameter.

6(X'6")

SMF1154_1_GBCFSMCR

Binary

SMC-R enabled

0 - TCP/IP stack should not use Shared
Memory Communications over Remote
Direct Memory Access (SMC-R)

1 - TCP/IP stack should use SMC-R

Configured withthe SMCR/NOSMCR
parameter

7(X'7")

SMF1154_1_GBCFSMCD

Binary

SMC-D enabled

0 - TCP/IP stack should not use Shared
Memory Communications — Direct
Memory Access (SMC-D)

1 - TCP/IP stack should use SMC-D

Configured withthe SMCD / NOSMCD
parameter

8(X'8")

SMF1154_1_GBCFAutoSMC

Binary

SMC auto-monitoring

0 — TCP/IP stack does not monitor
inbound TCP connectionstodetermine
whether the connections can benefit from
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Offset

Name

Length

Format

Description

using SMC.

1 - TCP/IP stack monitorsinbound TCP
connectionstodetermine whether the

connections can benefit from using SMC.

Configured withthe AUTOSMC/
NOAUTOSMC parameter

9(X'9"

SMF1154_1_GBCFZERT

Binary

ZERT enabled

0 - TCP and Enterprise Extender traffic
will not be monitored by z/OS Encryption
Readiness Technology (zERT)

1 - TCPand Enterprise Extender traffic
will be monitored by zERT

Configured withthe ZERT / NOZERT
parameter.

10(X'A")

SMF1154_1_GBCFZERTAGG

1

Binary

ZERT aggregation enabled
0 - zERT aggregationis not enabled
1-zERTaggregationisenabled

Configured withthe ZERT AGGREGATION
/ ZERTNOAGGREGATION

11(X'B")

SMF1154_1_GBCFSysMonNoJ
oin

1

Binary

Sysplex monitor—nojoin

0— TCP/IP stack joinsthe TCP/IP sysplex
group (EZBTCPCS) during stack
initialization based on DELAYJOIN and
DELAYJOINIPSECsettings.

1 - TCP/IP stack does not jointhe TCP/IP
sysplex group (EZBTCPCS) during stack
initialization.

Configured withthe SYSPLEXMONITOR
NOJOIN parameter

12(X'C")

SMF1154_1_GBCFSysMonDelq
yJoin

Binary

Sysplex monitor— OMPROUTE delay join

0— TCP/IP stack does not delay joining
the sysplex group waiting for OMPROUTE
tobeactive.

1 - TCP/IP stack delays joining or
rejoining the sysplex group until
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Offset

Name

Length

Format

Description

OMPROUTE isactive.

Configured withthe SYSPLEXMONITOR
DELAYJOIN/SYSPLEXMONITOR
NODELAYJOIN parameter

13(X'D")

SMF1154_1_GBCFSysMonDela

yJoinI

Binary

Sysplex monitor - IPsec delay join

0 - TCP/IP stack does not delay joining
the sysplex group waiting for the IPsec
infrastructuretobeactiveand
operational.

1 - TCP/IP stack delays joining or
rejoining the sysplex group until the IPsec
infrastructureis active and operational.

Configured withthe SYSPLEXMONITOR
DELAYJOINIPSEC/SYSPLEXMONITOR
NODELAYJOINIPSEC parameter

14(X'E")

SMF1154_1_GBCFSysMonlpse

C

Binary

Sysplex monitor— monitorIPsec

0 - TCP/IP stack does not monitor the
IPsec infrastructure afterthe stack has
joined the sysplex group.

1 — TCP/IP stack monitorsthe IPsec
infrastructure afterthe stack hasjoined
the sysplex group,todetect ifit becomes
inactive or non-operational.

Configured withthe SYSPLEXMONITOR
DELAYJOINIPSECMONIPSEC/
SYSPLEXMONITOR DELAYJOINIPSEC
NOMONIPSECparameter

15(X'F")

SMF1154_1_GBCFSysMonMon

Intf

1

Binary

Sysplex monitor — monitorinterfaces

0 — TCP/IP stack does not monitor the
status of specified network interfaces.

1 - TCP/IP stack monitors the status of
specified network interfaces.

Configured with SYSPLEXMONITOR
MONITORINTERFACE /
SYSPLEXMONITOR

NOMONITORINTERFACE parameter
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Offset

Name

Length

Format

Description

16(X'10"

SMF1154_1_GBCFSysMonDyn

Route

Binary

Sysplex monitor - dynamicroutes

0 — TCP/IP stack does not monitor the
presence of dynamic routes over
monitored interfaces.

1 - TCP/IP stack monitors the presence of|
dynamic routes over monitored interfaces,

Configured withthe SYSPLEXMONITOR
MONITORINTERFACE DYNROUTE /
NODYNROUTE parameter

17(X'11")

SMF1154_1_GBCFSysMonRec

overy

1

Binary

Sysplex monitor - recovery

0 - TCP/IP stack does not leave the
sysplex group whenaproblemis
detected.

1 - TCP/IP stack leavesthe sysplexgroup
when aproblemisdetected.

Configured withthe SYSPLEXMONITOR
RECOVERY /SYSPLEXMONITOR
NORECOVERY parameter

18(X'12")

SMF1154_1_GBCFSysMonAutg

Rejoin

Binary

Sysplex monitor - auto-rejoin

0 — TCP/IP stack does not automatically
rejoin the sysplex group afterdetected
problemsare resolved

1 - TCP/IP stack automatically rejoins the
sysplex group afterdetected problems are
resolved

Configured withthe SYSPLEXMONITOR
AUTOREJOIN/SYSPLEXMONITOR
NOAUTOREJOIN parameter

19(X'13")

Binary

Reserved. Set to 0.

20(X'14")

SMF1154_1_GBCFSysMonTim

erSecs

Binary

Sysplex monitortimer

The number of seconds used by the
sysplex monitor functiontoreact to
problemswith needed sysplexresources.
Valid valuesareinthe range 10-3600
seconds.
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Offset

Name

Length

Format

Description

Configured withthe SYSPLEXMONITOR
TIMERSECS parameter

22(X'16"

SMF1154_1_GBCFIgdVlanId

Binary

VLANID for dynamic XCF hipersockets
interface

The VLANID used when Hipersockets
(iIODIO) connectivity is used for dynamic
XCF support. If not configured, the value
is 0.

Configured withthe IQDVLANID
parameter

24(X'18")

SMF1154_1_GBCFXcfGroupID

EBCDIC

TCP XCF group ID suffix

The 2-digit suffix used to generate the
sysplex group name that the TCP/IP stack
joins. Valid valuesareinthe range 2-31. If
not configured, the field is set to blanks.

Configured withthe XCFGRPID parameter

26(X"1A")

SMF1154_1_GBCFExpBindPort

BegNm

Binary

Explicit bind port range start

This field is valid if
SMF1154_1_GBCFExpBindPortRange is
setto 1.

The starting port for the range of portsto
be assigned whenan explicit bind ofa TCP
socketisdoneto the IPv4 INADDR_ANY
or IPv6 unspecified address
(inbaddr_any),and port 0. The value can
beinthe range 1024 - 65535.

Configured with
EXPLICITBINDPORTRANGE parameter.

28(X'1C"

SMF1154_1_GBCFExpBindPort

EndNm

Binary

Explicit bind portrange end

This field is valid if
SMF1154_1_GBCFExpBindPortRange is
setto 1.

The ending port for the range of portsto
be assigned whenan explicit bind ofa TCP
socketisdoneto the IPv4 INADDR_ANY
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Offset

Name

Length

Format

Description

or IPv6 unspecified address
(inbaddr_any),and port0. The value can
beinthe range 1024 - 65535.

Configured withthe
EXPLICITBINDPORTRANGE parameter

30(X’1E")

SMF1154_1_GBCFAutoIQDC

Binary

Dynamic IQD convergedinterfaces

0 - Dynamic IQD (HiperSockets)
converged interfaces are not used.

1 — Dynamic IQD (HiperSockets)
converged interfaces are used for eligible
traffic.

Configured withthe AUTOIQDC/
NOAUTOIQDC parameter

31(X'1F)

Binary

Reserved. Setto0

Port configuration section

The informationthat is provided ina port configuration section entryreflectsfields that are configured

on the PORT or PORTRANGE statement inthe TCP/IP profile unless otherwise noted. There can be
multiple instances of this sectionin the record, one per PORT or PORTRANGE sub statement.

Offset

Name

Length

Format

Description

0(X'0")

SMF1154_1_PORTEye

4

EBCDIC|

Identifier — ‘PORT’

4(X'4")

SMF1154_1_PORTRange

1

Binary

PORTRANGEentry

0 - Entry isfora single port (PORT
statement)

1 - Entryisfora range of ports
(PORTRANGE statement)

Configured withthe PORT or PORTRANGE
statement

5(X'5")

SMF1154_1_PORTUnrsv

Binary

Unreserved port entry

0 - Entry appliestoareserved portor
ports

1 - Entry appliestoanunreserved port

Configured withthe UNRSV parameter on
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Offset Name Length [Format Description
the PORT statement
6(X'6") |SMF1154_1_PORTTCP Binary |TCP portentry
0-UDPportentry
1-TCP port entry
Configured withthe TCP and UDP
parametersonthe PORT or PORTRANGE
statements
7(X'7")  |SMF1154_1_PORTUseType Binary |Portusetype
Type of use for the port or ports.
SMF1154_1_PORTUTReserved(1)
None of the portscanbeused by
any user for the protocol (TCP or
UDP) specified onthis entry. This
typeappliesonly toreserved port
entries
(SMF1154_1_PORTUnrsv=0)
SMF1154_1_PORTUTAuthport(2)
The portscanbeused only by the
FTP server whenthe serveris
configured touse
PASSIVEDATAPORTS. Thistype
appliesonly toreserved port
entries
(SMF1154_1_PORTUnrsv=0)
whichwere reserved asa range
(SMF1154_1_PORTRange is set
tol).
SMF1154_1_PORTUTJobname(3)
The specified or unreserved
port(s)canbe used only based on
an MVS job name value. If this
use typevalueisset, thenfield
SMF1154_1_PORTJobName
contains the job name value.
Configured withthe RESERVED, jobname,
or AUTHPORT parameteronthe PORT or
PORTRANGE statement. AUTHPORT can
only be configured on PORTRANGE.
8(X'8") |SMF1154_1 PORTRSaf Binary |Reserved port SAF configured
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Offset Name

Length

Format

Description

This field is valid for a reserved
(SMF1154_1_PORTUnrsv=0) jobname
entry (SMF1154_1_PORTUseType =
SMF1154_1 PORTUTJobname).

0 - SAFresource nameis not configured
for the entry.

1 - A SAFresource nameis configured for
theentry and
SMF1154_1_PORTSafName containsthe

name.

Configured with the SAF parameter onthe
PORT or PORTRANGE statement.

9(X'9) [SMF1154_1_PORTRNoSMC

Binary

Reserved port NOSMC

1 - Override the setting of SMCGLOBAL
AUTOSMC and do not allow SMCfor
inbound TCP connections that use this
port

If bothSMF1154_1_PORTRNoSMCand
SMF1154 1 PORTRSMCare0, usethe
SMCGLOBALAUTOSMC setting.

Configured withthe NOSMC parameteron
the PORT or PORTRANGE statement

10(X'A") [SMF1154_1_PORTRSMC

Binary

Reserved port SMC

1 - Override the setting of SMCGLOBAL
AUTOSMC and attemptto use SMC for
inbound TCP connections that use this
port.

If bothSMF1154 1 PORTRNoSMCand
SMF1154 1 PORTRSMCare 0, usethe
SMCGLOBALAUTOSMC setting.

Configured withthe SMC parameter on
the PORT or PORTRANGE statement

11(X'B")

Binary

Reserved. Set to 0.

12(X'C") |SMF1154_1_PORTBegNum

Binary

Reserved portrange start
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Offset

Name

Length

Format

Description

This field is valid for a reserved port entry
(SMF1154_1 PORTUnrsv=0)and
contains one of the following values:

e Thereserved port number, if
SMF1154_1_PORTRange = 0.

e The beginning reserved port
numberin therange, if
SMF1154 1_PORTRange =1.

Configured onthe PORT or PORTRANGE
statement.

14(X'E")

SMF1154_1_PORTEndNum

Binary

Reserved portrange end

This field is valid for a reserved port range
entry (SMF1154_1_PORTUnrsv=0and
SMF1154_1_PORTRange =1). Itisthe
ending reserved port numberinthe
range.

Based onthe configuration ofthe port
and number of ports onthe PORTRANGE
statement

16(X'10"

SMF1154_1_PORTUDeny

Binary

Unreserved port deny

This field is valid for an unreserved entry
(SMF1154_1_PORTUnrsv=1).

0 - Deny accesstoall unreserved portsis
not configured.

1 - Accesstoall unreserved portsis
denied for the protocol (TCP or UDP)
configured inthis entry.

Configured withthe DENY parameter on
the PORT statement.

17(X'11")

SMF1154_1_PORTUSaf

Binary

Unreserved port SAF configured

This field is valid for an unreserved entry
(SMF1154_1_PORTUnrsv=1).

0 - SAFresource nameis not configured
for theentry

1 - A SAFresource nameis configured for
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Offset Name

Length

Format

Description

theentry and
SMF1154_1_PORTSafName containsthe
name. Binding to, or listening on, any
unreserved portisrestrictedto usersthat
are permitted tothe specified SAF
SERVAUTH resource.

Configured with the SAF parameter onthe
PORT statement.

18(X'12")

Binary

Reserved. Set to 0.

20(X'14") |[SMF1154_1_PORTJobName

EBCDIC|

Job name

This field is valid if
SMF1154_1_PORTUseTypeis
SMF1154_1 PORTUTJobname. Thisfield
containsthe MVS job name value
associated withthe port entry, padded
withtrailing blanks.

Configured onthe PORT or PORTRANGE
statement

28(X’1C’)[SMF1154_1_PORTSafName

8

EBCDIC

SAF resource name

This field is valid if
SMF1154 1 PORTRSafor
SMF1154 1 PORTUSafissettol. This
field contains the SAF resource name,
padded withtrailing blanks.

Configured with the SAF parameter on the
PORT or PORTRANGE statement

Management configuration section

The informationthat is provided inthe management configuration section reflects fields thatare
configured onthe NETMONITOR, SACONFIG, and SMFCONFIG statementsinthe TCP/IP profile unless

otherwise noted.

Offset Name Length| Format Description
0(X'0") |SMF1154_1_MGMTEye 4 EBCDIC |Identifier—‘MGMT
4(X'4")  |SMF1154_1_MGMT119FtpClie[1 Binary FTP client SMF 119 records

nt

0- FTPclient SMF 119 records not
requested
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Offset

Name

Length

Format

Description

1-FTPclient SMF119 records
requested

Configured withthe SMFCONFIG
TYPE119 FTPCLIENT/NOFTPCLIENT
parameter

5(X'5")

SMF1154_1_MGMT119IfStats

1

Binary

Interface statistics SMF 119 records

0 - Interface statistics SMF119 records
not requested

1 - Interface statistics SMF119 records
requested

Configured withthe SMFCONFIG
TYPEL119 IFSTATISTICS/
NOIFSTATISTICS parameter

6(X'6")

SMF1154_1_MGMT119IPSec

Binary

IPSec SMF 119 records

0 - IPSec SMF119 records not
requested

1 - IPSec SMF119 records requested

Configured withthe SMFCONFIG
TYPE119 IPSECURITY /NOIPSECURITY
parameter

7(X'7")

SMF1154_1_MGMT119PortSta

ts

1

Binary

Port statistics SMF 119 records

0 — Port statistics SMF 119 records not
requested

1 - Port statistics SMF 119 records
requested

Configured withthe SMFCONFIG
TYPE119 PORTSTATISTICS/
NOPORTSTATISTICS parameter

8(X'8")

SMF1154_1_MGMT119Profile

1

Binary

Profile SMF 119 records

0 - TCP/IP profile SMF 119 records not
requested

1 - TCP/IP profile SMF 119 records
requested
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Offset

Name

Length

Format

Description

Configured withthe SMFCONFIG
TYPE119 PROFILE /NOPROFILE
parameter

9(X'9")

SMF1154_1_MGMT119Tcplnit

1

Binary

TCP conninitSMF 119records

0 — TCP connectioninitiationSMF119
records not requested

1 - TCP connectioninitiationSMF119
records requested

Configured withthe SMFCONFIG
TYPE119 TCPINIT/NOTCPINIT
parameter

10(X'A")

SMF1154_1_MGMT119TcpipS

tats

Binary

TCP/IPstatistics SMF 119 records

0 - TCP/IP statistics SMF 119 records
not requested

1 - TCP/IP statistics SMF 119 records
requested

Configured withthe SMFCONFIG
TYPE119 TCPIPSTATISTICS/
NOTCPIPSTATISTICS parameter

11(X'B")

SMF1154_1_MGMT119TcpSta

ck

Binary

Stack init/term SMF 119records

0 - TCP/IP stack initiationand
termination SMF 119 records not
requested

1 - TCP/IP stack initiationand
termination SMF 119 records requested

Configured withthe SMFCONFIG
TYPE119 TCPSTACK/NOTCPSTACK
parameter

12(X'C")

SMF1154_1_MGMT119TcpTer

m

Binary

TCP conn term SMF 119 records

0 — TCP connectionterminationSMF 119
records not requested

1 - TCP connectionterminationSMF119
recordsrequested

Configured withthe SMFCONFIG
TYPE119 TCPTERM/NOTCPTERM
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Offset

Name

Length

Format

Description

parameter

13(X'D")

SMF1154_1_MGMT119TN327

OClient

1

Binary

Telnetclient init/term SMF 119records

0 - TSO Telnet client connection
initiationand termination SMF 119
records not requested

1 - TSOTelnet client connection
initiationand terminationSMF 119
records requested

Configured withthe SMFCONFIG
TYPE119 TN3270CLIENT/
NOTN3270CLIENT parameter

14(X'E")

SMF1154_1_MGMT119UdpTe

m

Binary

UDP term SMF 119 records

0 - UDPendpoint terminationSMF 119
records not requested

1 - UDPendpoint terminationSMF 119
records requested

Configured withthe SMFCONFIG
TYPE119 UDPTERM/NOUDPTERM
parameter

15(X'F")

SMF1154_1_MGMT119Dvipa

Binary

Dynamic VIPASMF 119records

0 - Dynamic VIPASMF 119records not
requested

1 - Dynamic VIPASMF 119records
requested

Configured withthe SMFCONFIG
TYPE119 DVIPA/NODVIPA parameter

16(X'10"

SMF1154_1_MGMT119SmcrG

rpStats

Binary

SMC-R group stats SMF 119 records

0 - SMC-Rgroup statisticsSMF119
records not requested

1 - SMC-Rgroup statistics SMF119
recordsrequested

Configured withthe SMFCONFIG
TYPE119 SMCRGROUPSTATISTICS /
NOSMCRGROUPSTATISTICS parameter

17(X'11")

SMF1154_1_MGMT119SmcrL

Binary

SMC-R link event SMF 119records
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Offset

Name

Length

Format

Description

nkEvent

0 - SMC-Rlink event SMF 119 records
not requested

1 - SMC-Rlink event SMF 119 records
requested

Configured withthe SMFCONFIG
TYPE119 SMCRLINKEVENT/
NOSMCRLINKEVENT parameter

18(X'12")

SMF1154_1_MGMT119SmcdL

nkStats

Binary

SMC-D link stats SMF 119 records

0 - SMC-D link statisticsSMF 119
records not requested

1 - SMC-D link statisticsSMF 119
recordsrequested

Configured withthe SMFCONFIG
TYPE119 SMCDLINKSTATISTICS/
NOSMCDLINKSTATISTICS parameter

19(X'13")

SMF1154_1_MGMT119SmcdL

nkEvent

Binary

SMC-D link event SMF 119 records

0 - SMC-D link event SMF 119 records
not requested

1 - SMC-D link event SMF 119 records
requested

Configured withthe SMFCONFIG
TYPE119 SMCDLINKEVENT/
NOSMCDLINKEVENT parameter

20(x'14")

SMF1154_1_MGMT119ZertDe

tail

Binary

ZERT detail SMF 119records

0 - zERT connectiondetails SMF119
records not requested

1 - zERT connectiondetails SMF119
recordsrequested

Configured withthe SMFCONFIG
TYPE119 ZERTDETAIL / NOZERTDETAIL
parameter

21(X'15"

SMF1154_1_MGMT119ZertSu

mmary

Binary

ZERT summary SMF 119records

0 - zERT summary informationSMF 119
records not requested

1 - zERT summary informationSMF119
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Offset

Name

Length

Format

Description

records requested

Configured withthe SMFCONFIG
TYPE119 ZERTSUMMARY /
NOZERTSUMMARY parameter

22(X'16"

V2R4: This field isreserved and
setto 0.

V2R5 and later:

SMF1154 1_MGMT119ZertDtl
Policy

Binary

ZERT detail SMF 119records by policy

0 - zERT connectiondetails SMF119
records not requested for use with zERT
policy-based enforcement

1 - zERT connectiondetails SMF119
records requested for use with zERT
policy-based enforcement

Configured withthe SMFCONFIG
TYPE119 ZERTDETAILBYPOLICY/
NOZERTDETAILBYPOLICY parameter

23(X'17"

SMF1154_1_MGMTNMPktTrag
e

1

Binary

NETMONITOR packettrace

0 - NETMONITOR packet trace
(SYSTCPDA) not enabled

1 - NETMONITOR packet trace
(SYSTCPDA) enabled

Configured withthe PKTTRCSERVICE /
NOPKTTRCSERVICE parameteronthe
NETMONITOR statement

24(X'18")

SMF1154_1_MGMTNMTcpCon
n

Binary

NETMONITORTCP connection

0—- NETMONITOR TCP connection
(SYSTCPCN) not enabled

1 - NETMONITOR TCP connection
(SYSTCPCN) enabled

Configured withthe TCPCONNSERVICE/
NOTCPCONNSERVICE parameteronthe
NETMONITOR statement

25(X'19")

SMF1154_1_MGMTNMSmf

Binary

NETMONITORSMFservice

0—- NETMONITOR SMF service
(SYSTCPSM) not enabled

1 - NETMONITOR SMF service
(SYSTCPSM) enabled
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Offset

Name

Length

Format

Description

Configured withthe SMFSERVICE /
NOSMFSERVICE parameteronthe
NETMONITOR statement

26(X"1A")

SMF1154_1_MGMTNMNTATra
ce

Binary

NETMONITOROSAENT trace

0—- NETMONITOR OSAENT trace
(SYSTCPOT) not enabled

1 - NETMONITOROSAENT trace
(SYSTCPOT) enabled

Configured withthe NTATRCSERVICE /
NONTATRCSERVICE parameter onthe

NETMONITOR statement

27(X'1B")

SMF1154_1_MGMTNMZert

Binary

NETMONITORZERT detail

0—- NETMONITOR zERT detail service
(SYSTCPER) not enabled

1 - NETMONITOR zERT detail
(SYSTCPER) enabled

Configured withthe ZERTSERVICE /
NOZERTSERVICE parameteronthe
NETMONITOR statement

28(X'1C")

SMF1154_1_MGMTNMZertSu
mm

Binary

NETMONITORzERT summary

0 — NETMONITOR zERT summary service|

(SYSTCPES) not enabled

1 - NETMONITOR zERT summary
(SYSTCPES) enabled

Configured withthe ZERTSUMMARY /
NOZERTSUMMARY parameteronthe
NETMONITOR statement

29(X'1D")

V2R4: This field isreserved and
setto 0.

V2R5 and later:

SMF1154 1 _MGMTNMZertSer
vP

1

Binary

NETMONITORzERT detail by policy

0 - NETMONITOR zERT detail service
(SYSTCPER) not enabled for use with
ZERT policy-based enforcement

1- NETMONITORZzERT detail

(SYSTCPER) enabled for use withzERT

policy-based enforcement
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Offset

Name

Length

Format

Description

Configured withthe
ZERTSERVICEBYPOLICY/
NOZERTSERVICEBYPOLICY parameter
on the NETMONITOR statement

30(X'1E")

SMF1154_1_MGMTNMSmfIPS

ec

Binary

SMFSERVICEIPSecrecords
0 - IPSec records not requested

1 - IPSec records requested

Configured withthe IPSECURITY /
NOIPSECURITY parameteronthe
NETMONITOR SMFSERVICE statement

31(X'1F)

SMF1154_1_MGMTNMSmfProf1l

ile

Binary

SMFSERVICE profilerecords
0 — Profile records not requested

1 - TCP/IP stack profile records and
TN3270 Telnet server (Telnet) profile
records requested

Configured withthe PROFILE /
NOPROFILE parameteronthe
NETMONITOR SMFSERVICE statement

32(X'20"

SMF1154_1_MGMTNMSmfCSS

MTP

Binary

SMFSERVICECSSMTPrecords
0 - CSSMTP records not requested
1 - CSSMTPrecords requested

Configured withthe CSSMTP/
NOCSSMTP parameter onthe
NETMONITOR SMFSERVICE statement

33(X'21")

SMF1154_1_MGMTNMSmfCS

Mail

Binary

SMFSERVICEMAILrecords
0 - CSSMTP MAIL records not requested
1 - CSSMTP MAILrecords requested

Configured withthe CSMAIL / NOCSMAIL
parameteronthe NETMONITOR
SMFSERVICE statement

34(X'22")

SMF1154_1_MGMTNMSmfDvi

pa

Binary

SMFSERVICEDVIPArecords
0 - DVIPArecordsnot requested
1- DVIPArecordsrequested
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Offset

Name

Length

Format

Description

Configured withthe DVIPA/ NODVIPA
parameteronthe NETMONITOR
SMFSERVICE statement

35(X'23")

SMF1154_1_MGMTNetMonMin

Life

1

Binary

TCPCONNSERVICE minimum lifetime

This field is valid if
SMF1154_1_MGMTNMTcpConnis set to
1.

The minimum connection lifetime,
specified inseconds, for connections
reported bythe TCP connection
information service (TCPCONNSERVICE).

Configured withthe MINLIFETIME
parameteronthe NETMONITOR
TCPCONNSERVICE statement

36(X'24")

SMF1154_1_MGMTSAEnabled

1

Binary

TCP/IPSNMP subagent enabled
0 - TCP/IP SNMP subagent not enabled
1 - TCP/IP SNMP subagentenabled

Configured withthe ENABLED or
DISABLED parameters onthe SACONFIG
statement

37(X'25")

SMF1154_1_MGMTSASetsEna

bled

1

Binary

SNMP SET requestsenabled

This field is valid if
SMF1154_1 _MGMTSAEnabledisset to
1.

0 - TCP/IP SNMP subagentdoes not
process SNMP SET requests

1 - TCP/IP SNMP subagent processes
SNMP SET requests

Configured withthe SETSENABLED or
SETSDISABLED parametersonthe
SACONFIG statement

38(X'26")

SMF1154_1_MGMTSACommu

nity

1

Binary

Communityname configured
This field is valid if

43



z/0S Communications Server

Offset Name

Length

Format

Description

SMF1154_1_MGMTSAEnabledis set to
1.

0 — Community name not configured

1 — Community name configured

Configured withthe COMMUNITY
parameter onthe SACONFIG statement

39(X'27")

Binary

Reserved. Set to 0.

40(X'28')|SMF1154_1_MGMTSAAgent

Binary

SNMP agent port number

This field is valid if
SMF1154 1 MGMTSAEnabledissettol

SNMP agent port number. The value can
beinthe range1-65535.

Configured withthe AGENT parameter on
the SACONFIG statement

42(X’2A")|SMF1154_1_MGMTSACacheTi

me

Binary

TCP/IPSNMP agent cachetime

This field is valid if
SMF1154_1_MGMTSAEnabledissettol

Number of secondsthat the TCP/IP
subagent caches managementdata. The
valuecanbefrom 0-3,600.

Configured withthe SACACHETIME
parameter onthe SACONFIG statement

Network access configuration section

The informationthat is provided ina network access configuration section entry reflects fields that are
configured onthe NETACCESS statementinthe TCP/IP profile unless otherwise noted. There canbe
multiple instances of this sectionin the record, one per NETACCESS network sub statement.

Offset Name Length [Format Description
0(X'0") [SMF1154_1_NETAEye 4 EBCDIC|Identifier — ‘NETA’
4(X'4")  |SMF1154_1_NETAIPv6 1 Binary |NETACCESS IP addressfamily
0—IPaddressesare IPv4
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Offset

Name

Length

Format

Description

1 - IPaddressesareIPv6

Configured onthe NETACCESS network
sub statement

5(X'5")

SMF1154_1_NETAInBound

Binary

NETACCESS inbound checking

0 — Inbound network access control
checkingisnot in effect.

1 — Inbound network access control
checkingisin effect.

Configured withthe INBOUND /
NOINBOUND parameter.

6(X'6")

SMF1154_1_NETAOutBound

1

Binary

NETACCESS outhoundchecking

0 — Outbound network access control
checkingisnotin effect.

1 - Outbound network access control
checkingisin effect.

Configured withthe OUTBOUND /
NOOUTBOUND parameter.

7(X'7"

SMF1154_1_NETADefault

1

Binary

NETACCESS DEFAULT entry
0 — This is not a DEFAULT entry.
1 - Thisisa DEFAULT entry.

Configured withthe DEFAULT parameter

8(X'8")

SMF1154_1_NETADefaultHom

e

1

Binary

NETACCESS DEFAULTHOME entry
0 - This is not aDEFAULTHOME entry.
1 - Thisisa DEFAULTHOME entry.

Configured withthe DEFAULTHOME
parameter

9(X'9"

SMF1154_1_NETANetwPfxLen

1

Binary

Network address prefix length

Network address prefix length for the
IPv4 or IPv6 network value

Configured onthe NETACCESS network
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Offset Name

Length

Format

Description

sub statement

10(X'A")

SMF1154_1_NETACache

Binary

NETACCESS cache option
SMF1154_1_NETACacheAll (1)

Whena SAF callis madetocheck
whethera user hasaccesstoa
security zone, the result is cached
regardless of whether accessis
permitted or denied.

SMF1154_1_NETACachePermit(2)

Whena SAF call ismade tocheck

whether auser hasaccesstoa

security zone:

® Theresultis cached ifaccess
is permitted

® Theresultis not cached if
accessisdenied.

SMF1154 1 _NETACacheSame (3)

Whena SAF call is made tocheck

whetherauser hasaccesstoa

security zone:

® Theresultis cachedifaccess
is permitted

® Theresultis not cached if
accessisdenied.

In addition, anew SAF callis made fora
previously permitted security zone inone
of the following situations:

® Iftheuserthatis associated withthe
socket changes.

® IfthelIP addressthatisbeing
accessed changes fromthe IP
addressinthe previous packet that
was received or sent over the socket.

Configured withthe CACHEALL,
CACHEPERMIT, or CACHESAME
parameter.

11(X'B")

Binary

Reserved. Setto 0.

12(X'C")

SMF1154_1_NETASafName

EBCDIC

NETACCESS SAF resource name

SAF resource name, paddedwithtrailing
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Offset Name Length [Format Description
blanks.

Configured onthe NETACCESS network
sub statement

20(X'14")|SMF1154 1 NETANetwAddr4|4 Binary |Network address

20(X’'14’)|SMF1154_1_NETANetwAddr6|16 Binary |This field is valid if
SMF1154 1 NETADefault=0 (not a

DEFAULTentry)and
SMF1154_1_NETADefaultHome=0 (not a
DEFAULTHOME entry).

One of the following values:

e IftheSMF1154 1 NETAIPv6
fieldis O,
SMF1154 1 NETANetwAddr4d
contains the IPv4 network value.
The network valueisthe IPv4
network address ANDed withthe
prefix length.

e IftheSMF1154 1 NETAIPv6
fieldis 1,
SMF1154 1 NETANetwAddré
contains the IPv6 network value.
The network valueisthe IPv6
network address ANDed withthe
prefix length.

Configured onthe NETACCESS network
sub statement

SMF type 1154,subtype 2 - FTP daemon compliance evidence record

The FTP daemon complianceevidence record provides information collected from START parameters,
the FTP.DATA data set, and UNIX environment variables.

The datais provided inthe following sections:

® FTP daemongeneral configuration section provides configuration information for values with a fixed
length.

® FTP daemonconfigurationdatasection provides configurationinformation for values witha variable
length. This sectionis a set of variable-length entries. Each entry contains the following fields:

—Total lengthof the entry
— Key of the entry toidentify the value that the entry represents

47



z/0S Communications Server

—Value

In this section, entries are provided only for statements that are explicitly specified. Use the key
field for eachentry to determine which statements areincluded.

1154 subtype 2 specific section, self-defining section

This section defines the additional sections that areincluded inthe record. Atriplet isincluded for each

defined section. Thetriplet includes the offset to the section fromthe start of the record, the length ofa
single instance of the section, and the number of instances of the sectionin the record.

Offset

Name

Length

Format

Description

0(x’00’)

SMF1154_2_TRN

Binary

Number of triplets
(setto 2)

2(x’02)

Reserved (setto0)

4(x'04")

SMF1154_2_S1_Offset

Binary

Offset to FTP
daemongeneral
configuration
section (fromthe
start of therecord)

8(x’08’)

SMF1154_2_S1_length

Binary

Lengthof FTP
daemongeneral
configuration
section

10(x’0A")

SMF1154_2_S1_Number

Binary

Number of FTP
daemongeneral
configuration
sections (setto 1)

12(x’0C’)

SMF1154_2_S2_Offset

Binary

Offset to FTP
daemon
configurationdata
section (fromthe
start of the record)

16(x’10%)

SMF1154_2_S2_length

Binary

Lengthof FTP
daemon
configurationdata
section
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18(x’12’%)

SMF1154_2_S2_Number

Binary Number of FTP
daemon
configurationdata
sections (setto 1)

FTP daemon general configuration section

This section provides FTP daemon configurationinformation for values with a fixed length.

Offset | Name Leng | Format | Description
th
0(x’00’) | SMF1154_2_FDCFIdent 4 EBCDIC | Identifier—‘FDCF’
4(x’04’) | SMF1154_2_FDCFAppIName 8 EBCDIC | FTP serverapplication name
12(x’0C | SMF1154_2_FDCFStartTime 4 Binary TimeFTP daemonstarted (UTC)
)
16(x’10 | SMF1154_2_FDCFStartDate 4 Binary Date FTP daemon started (UTC)
)
20(x’14 | SMF1154_2_FDCFPort 2 Binary FTP server PORT
)
22(x’16 | SMF1154_2_FDCFLowPasvData | 2 Binary Passive dataport range start
9] Port
0 — Passive data port range not
configured.
>0 - Beginning value in port range
FTP serveris allowed to use as
listening data socket port.
Configured withthe
PASSIVEDATAPORTS statement
24(x’18 | SMF1154_2_FDCFHighPasvDat | 2 Binary Passive dataportrangeend

aPort

0 — Passive data port range not
configured.

>0 - Endingvaluein port range FTP
server is allowed to use as listening
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datasocket port.

Configured withthe
PASSIVEDATAPORTS statement

Reserved, setto0

SMF1154_2_FDCFAnonSysHFS

Binary

Anonymoususeraccess toz/0S
UNIX files

This field is only valid if
SMF1154 2 FDCFAnonLevel = 3.

0 - Donot allow anonymous users

accesstoz/OS UNIX System
Servicesfiles.

1 - Allow anonymous users access
toz/0OS UNIX System Servicefiles.

Configured withthe
ANONYMOUSFILEACCESS
statement

28(x’1C

SMF1154_2_FDCFAnonSysMVS

Binary

Anonymoususer access toMVS
data sets

This field is only valid if
SMF1154_2_FDCFAnonLevel = 3.

0 - Do not allow anonymous users
accesstoMVS data sets.

1 - Allows anonymous users access
toMVS data sets.

Configured with the
ANONYMOUSFILEACCESS
statement

29(x’1D

SMF1154_2_FDCFAnonFTJES

Binary

Anonymoususeraccess to JES
mode

This field is only valid if

50




z/0S Communications Server

SMF1154_2 FDCFAnonLevel = 3.

0 - Anonymous users cannot access
FTP JES mode

1 — Anonymous users canaccess
FTP JES mode

Configured with
ANONYMOUSFILETYPEJES
statement

30(x’1E [ SMF1154_2_FDCFAnonFTSEQ | 1 Binary | Anonymoususeraccess toSEQ
") mode

This field is only valid if
SMF1154_2_ FDCFAnonLevel = 3.

0 - Anonymous users cannot access
FTP SEQ mode

1 — Anonymous users canaccess
FTP SEQ mode

Configured with
ANONYMOUSFILETYPESEQ
statement

31(x’1F | SMF1154_2_FDCFAnonFTSQL | 1 Binary Anonymoususer access to SQL
) mode

This field is only valid if
SMF1154 2 FDCFAnonLevel = 3.

0 - Anonymous users cannot access
FTP SQL mode

1 - Anonymous users canaccess
FTP SQL mode

Configured with
ANONYMOUSFILETYPESQL
statement

32(x’20 | SMF1154_2_FDCFAnonUser 8 EBCDIC | Anonymouslogon userID
)

If anonymous logonis not allowed,
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thevalueis blanks.

Otherwise, thevalueisthe SAF
identity that isassigned tothe
anonymous user.

Configured withthe ANONYMOUS
statement userid value or set to
‘ANONYMO’ ifthe ANONYMOUS
statement is configured without a
userid.

40(x’28

SMF1154_2_FDCFAnonPass

Binary

Anonymous logon password
configured

0 - Anonymous logonis not
configured with userid/password

1 - Anonymous logonis configured
with userid/password

Configured withthe password value
on the ANONYMOUS statement

41(x’29

SMF1154_2_FDCFAnonSurr

Binary

Anonymous logon configuredwith
SURROGATE option

This field is only valid if
SMF1154 2 FDCFAnonLevel = 3.

0 - Anonymous logonis not
configured with userid/SURROGATE

1 - Anonymous logonis configured
with userid/SURROGATE

Configured withthe SURROGATE

value on the ANONYMOUS
statement

42(x’2A
)

Reserved, setto0

48(x’30
)

SMF1154_2_FDCFAnonHFSDir
M

Binary

z/0S Unix mode bits for directories
created by anonymous users
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This field is only valid if
SMF1154_2 FDCFAnonLevel = 3.

The three octal digits describe the
mode bits used for z/OS UNIX
directoriesthat are created by
anonymous users

Configured withthe
ANONYMOUSHFSDIRMODE
statement

52(x’34

SMF1154_2_FDCFAnonHFSFile
M

Binary

z/0S Unix mode bits forfiles
created by anonymous users

This field is only valid if
SMF1154_2_ FDCFAnonLevel = 3.

The three octal digits describe the
mode bits used for z/OS UNIX files
that are created by anonymous
users

Configured withthe
ANONYMOUSHFSFILEMODE
statement.

56(x’38

SMF1154_2 FDCFAnonLevel

Binary

Anonymous level

Type ofaccess permittedtousers
logged inas ananonymous user.
Levels1, 2, and 3 are defined.

Configured withthe
ANONYMOUSLEVEL statement

57(x’39

SMF1154_2_FDCFAnonFTPLog

Binary

FTP server activity logged for
anonymous user

0 - FTP server does not log activity
for ananonymous user

1 - FTPserver logs activity foran
anonymous user

Configured withthe
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ANONYMOUSFTPLOGGING
statement

58(x"3A

SMF1154_2_FDCFAccErrMsg

Binary

Detailed logon failure replies sent
to client

0 - FTP server does not send
detailed loginfailure replies

1 - FTP server sends detailed login
failurereplies

Configured withthe
ACCESSERRORMSGS statement

59(x’3B

SMF1154_2_FDCFDebugOnSite

Binary

SITE DEBUG commandaccepted

0 - FTPserver does not accepta
SITE DEBUG command

1 - FTPserveracceptsSITE DEBUG
command tochange the general
trace options for the current session

Configured withthe DEBUGONSITE
statement

60(x’3C

SMF1154_2_FDCFDumpOnSite

Binary

SITE DUMP command accepted

0 - FTP server does not accept a
SITE DUMP command

1 - FTPserveracceptsaSITE DUMP
command tochange the extended
traceoptions

Configured withthe DUMPONSITE
statement

61(x’3D
)

SMF1152_2 FDCFPassPhrase

Binary

Passphrase login allowed

0 - FTP server does not allow an
FTP client tologin witha password
phrase

1 - FTPserverallowsanFTP client
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tologin witha password phrase

Configured withthe PASSPHRASE
statement

62(x’3E

SMF1154_2_FDCFPortEntry4

Binary

Resource profile classfor login

0 (TERMINAL) — Usethe TERMINAL
classwiththe IPv4 address

1 (SERVAUTH) - Use SERVAUTH
classresourceifthe IPv4 client
addressis mapped intoanetwork
security zone by aNETACCESS
statement, otherwise use the
TERMINAL class withthe IPv4 client
address

Configured with the
PORTOFENTRY4 statement

63(x’3F

SMF1152_2_FDCFSecImpZos

Binary

TLS handshake timing forimplicit
secure ports

Valid if TLS is enabled
(SMF1154_2_FDCFExt_AUTH_TLS =
1)

0 - FTP serverexpectsthe TLS

handshake before it sendstheinitial
reply 220

1- FTPserver expectsthe TLS
handshaketooccur afterit sends
theinitial reply 220

Configured with the
SECUREIMPLICITZOS statement

64(x’40

SMF1154_2_FDCFSMFTypel19

Binary

FTP server SMF 119 records

0 - FTP server SMF type 119 records
are not requested

1- AlLFTP server SMFtype119
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recordsarerequested

Configured withthe SMFTYPE119
statement

65(x’41

SMF1154_2_FDCFSMFJes119

Binary

FTP server SMF 119 records when
FILETYPEJES

0 - FTPserver SMFtype119
recordsare not requested when
FILETYPE JES

1- FTPserver SMFtype119

records are requested when
FILETYPE JES

Configured withthe SMFJES
TYPE119 statement

66(x’42

SMF1154_2_FDCFSMFSql119

Binary

FTP server SMF 119 records when
FILETYPESQL

O0- FTPserver SMFtype 119
recordsare not requested when
FILETYPE SOL

1-FTPserver SMFtype119
records are requested when
FILETYPE SQL

Configured withthe SMFSQL
TYPE119 statement

67(x’43

SMF1154_2_FDCFSMFAppell9

Binary

FTP server SMF 119 append
records

0-SMFtype119,subtype70
append records are not requested

1-SMFtype 119, subtype70
append records are requested

Configured withthe SMFAPPE or
SMFTYPE119statement
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68(x'44
)

SMF1154_2_FDCFSMFDcfg119

Binary

FTP server SMF 119 configuration
records

0-SMFtype119, subtype 71
configurationrecords are not
requested

1-SMFtype 119, subtype 71
configurationrecords are requested

Configured withthe SMFDCFG or
SMFTYPE119statement

69(x’45

SMF1154_2_FDCFSMFDele119

Binary

FTP server SMF 119 deleterecords

0-SMFtype119,subtype70 delete
recordsare not requested

1-SMFtype 119, subtype 70 delete
recordsare requested

Configured withthe SMFDEL or SMF
TYPE119 statement

70(x’46

SMF1154_2_FDCFSMFLogon11
9

Binary

FTP server SMF 119 logon records

0-SMFtype119,subtype72logon
recordsare not requested

1-SMFtype 119, subtype 72 logon
recordsare requested

Configured withthe SMFLOGN or
SMFTYPE119statement

71(x'47
)

SMF1154_2_FDCFSMFRen119

Binary

FTP server SMF 119 rename
records

0-SMFtype119,subtype70
rename records are not requested

1-SMFtype 119, subtype 70
rename recordsare requested

Configured withthe SMFREN or SMF
TYPE119 statement
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72(x’48
)

SMF1154_2_FDCFSMFRetrl19

Binary

FTP server SMF 119 retrieve
records

0-SMFtype119,subtype70
retrieve records are not requested

1-SMFtype 119, subtype70
retrieve recordsare requested

Configured withthe SMFRETR or
SMFTYPE119statement

73(x’49

SMF1154_2_FDCFSMFStor119

Binary

FTP server SMF 119 storerecords

0-SMFtype119,subtype70store
recordsare not requested

1-SMFtype119, subtype 70 store
recordsarerequested

Configured withthe SMFSTOR or
SMFTYPE119statement

74(x’4A

Smfl1154_2_FDCFVerifyUser

Binary

FTP server verifies accessto SAF
SERVAUTHPORTresource

0 - FTP server does not verify user
ID accessto SAF SERVAUTH
PORTxxxxx resource (where xxxxx is
the port on whichthe FTP server is
listening)

1 - FTP server verifies user ID
accesstoSAFSERVAUTH
PORTxxxxx resource

Configured withthe VERIFYUSER
statement

75(x’4B

SMF1154_2 FDCFTlscertcheck

Binary

TLS certificate cross-check

Valid if TLS is enabled
(SMF1154_2 FDCFExt_AUTH_TLS =
1)

0 - FTP does not performcross-
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checking of certificates

1 - FTP performs cross-checking to
validate that certificatesforthe
control and data connectionarethe
same

Configured withthe
TLSCERTCROSSCHECK statement

76(x’4C | SMF1154_2_FDCFFTPLogging

Binary

FTP session activitylogged

SMF1154_2_FDCF_FTPLogging_FA

LSE(0) - FTP server does not log
session activity

SMF1154_2_FDCF_FTPLogging_TR
UE (1) — FTP server logs session
activity

Configured withthe FTPLOGGING
statement

77(x’4D | SFM1154_2_FDCFEmailAddrCh

) K

EBCDIC

Emailaddrchecked on anonymous
login

This field is only valid if
SMF1154_2_FDCFAnonLevel = 3.

SMF1154_2_FDCF_EmailAddrChk_
NO (‘N’)— FTP server acceptsan
anonymous user login without
validating the email addressthat is
entered by the FTP client

SMF1154_2_FDCF_EmailAddrChk_
WARNING (‘W’) - FTP server
generatesawarning reply toan
anonymous user loginif the email
addressis not valid

SMF1154_2_FDCF_EmailAddrChk_
FAIL (‘F’)— FTP server rejectsan
anonymous user loginif the email
addressis not valid
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Configured withthe
EMAILADDRCHECK statement

78(x’4E

SMF1154_2_ FDCFPasvDataCon
n

EBCDIC

Verify peer IP address of data
socket

SMF1154 2 FDCF_PasvDataConn_
UNRESTRICT (‘U’) — FTP server

accepts passive data connection
fromany IP address

SMF1154_2 FDCF_PasvDataConn_
NOREDIRECT (‘N’) — FTP server
verifies that the peer address of the
datasocketistheclient'sIP address

Configured withthe
PASSIVEDATACONN statement

79(x’4F

SMF1154_2_FDCFJESIntLevel

Binary

FTP JES interface level
Valuesarelor 2

Configured with the
JESINTERFACELEVEL statement

80(x’50

SMF1154_2_FDCFExt_AUTH_T
LS

Binary

TLS enabled
0 — TLS not enabled for FTP server
1 - TLS enabled for FTP server

Configured withthe EXTENSIONS
AUTH_TLS statement

81(x’51

SMF1154_2_FDCFExt_AUTH_G
SSAPI

Binary

Kerberos enabled

0 — Kerberos not enabled for FTP
server

1 - Kerberosenabled for FTP server

Configured withthe EXTENSIONS
AUTH_GSSAPI statement

82(x’52

Reserved, setto 0O
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SMF1154_2_FDCFInActive

Binary

Inactivity timeout

FTP control connectioninactivity
timeout in seconds. The valueis in
therange of 0 —86400 seconds. A
value of O indicates that noinactivity
timeris enabled.

Configured withthe INACTIVE
statement

88(x’58

SMF1154_2_FDCFJESPGTO

Binary

JES PutGet timeout

JES PutGet timeout inseconds. The
valueis in the range of 0 — 86400.

Configured withthe JESPUTGETTO
statement

92(x’5C
)

SMF1154_2_FDCFPortcmd

EBCDIC

PORT / EPRT command accepted

SMF1154 _2_FDCF_Portcmd_ACCE
PT (‘A’)—PORT and EPRT
commandsareacceptedby the FTP
server

SMF1154_2_FDCF_Portcmd_REJEC
T (‘R’)— PORT and EPRT commands
arerejected by the FTP server

Configured withthe
PORTCOMMAND statement

93(x’5D

SMF1154 2 FDCFPortcmdIPAd
dr

EBCDIC

PORT /EPRTIP addressrestricted

Valid if SMF1154_2_FDCFPortCmd
=A

SMF1154_2_FDCF_PortcmdIPAddr
_NOREDIRECT (‘N’)— PORT/ EPRT

command IP address must match
theclient IPaddress

SMF1154_2_FDCF_PortcmdIPAddr
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_UNRESTRICT (‘U’) —Any IP address
is acceptedforthe PORTand EPRT
commands

Configured withthe
PORTCOMMANDIPADDR statement

94(x’5E

SMF1154_2_FDCFPortcmdPort

EBCDIC

PORT / EPRT portrestricted

Valid if SMF1154_2_FDCFPortCmd
=A

SMF1154_2_FDCF_PortcmdPort_N
OLOWPORTS (‘N’)— PORT/EPRT
rejected if portislessthan1024

SMF1154 2 FDCF_PortcmdPort_U
NRESTRICTED (‘U’)— Any port is
acceptedforthe PORTand EPRT
commands

Configured withthe
PORTCOMMANDPORT statement

95(x’5F

SMF1154_2_FDCFRlySecLevel

Binary

Restrictinformationin FTPreplies

0 — No restrictions oninformation
thatis included inserver FTP replies

1 - No IP addresses, hostnames,
port numbers, or server operating
system level informationisincluded
in FTP replies

Configured withthe
REPLYSECURITYLEVEL statement

96(x’60

SMF1154 2 FDCFSecCtrConn

EBCDIC

Kerberos security level for control
connection

Valid if Kerberosis enabled
(SMF1154 2 FDCFExt AUTH_GSSA
PI=1)

SMF1154 2 FDCF_SecCtrConn_CL
EAR (‘C’) - Client determines
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whether datais protected and how

SMF1154_2_FDCF_SecCtrConn_SA
FE (‘S’) — Data must have integrity
protection

SMF1154 2 FDCF_SecCtrConn_PR
IVATE (‘P’) - Data must have both
integrity and privacy protection

Configured with the
SECURE_CTRLCONN statement

97(x’61

SMF1154_2_FDCFSecDataConn

EBCDIC

Security level for dataconnections
(TLS and Kerberos)

Appliesto TLSif TLS enabled
(SMF1154_2_FDCFExt_AUTH_TLS =
1)

AppliestoKerberosif Kerberos
enabled
(SMF1154_2_FDCFExt_AUTH_GSSA
PI=1)

SMF1154_2 FDCF_SecDataConn_N
EVER(‘N’) — Server requiresdatato

be transferred withno cipher
algorithmapplied tothe data

SMF1154_2 FDCF_SecDataConn_C
LEAR (‘C’) - Client determines
whether datais protected and how

SMF1154_2_FDCF_SecDataConn_P
RIVATE (‘P’)

- For TLS, server requiresacipher
algorithmtobeapplied

- For Kerberos, data must have
bothintegrity and privacy
protection

SMF1154_2 FDCF_SecDataConn_S
AFE (‘S’)
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- For TLS, thisis the sameas ‘P’

- For Kerberos, data must have
integrity protection, and canalso
have privacy protection

Configured withthe
SECURE_DATACONN statement

98(x’62

SMF1154_2_FDCFSecFTP

EBCDIC

Security mechanismrequired (TLS
or Kerberos)

Appliesto TLSif TLS is enabled

(SMF1154_2_FDCFExt_AUTH_TLS =
1)

AppliestoKerberosif Kerberosis
enabled
(SMF1154_2_FDCFExt_AUTH_GSSA
PI=1)

SMF1154_2 FDCF_SecFTP_REQUI
RED (‘R’)- FTP client isrequired to
loginusing TLS or Kerberos,
depending onwhat isenabled

SMF1154_2_FDCF_SecFTP_ALLOW
ED (‘A’) - FTP clientisallowed but
not required tologin using TLS or
Kerberos

Configured withthe SECURE_FTP
statement

99(x’63

SMF1154_2_FDCFSeclogin

EBCDIC

Client Authentication(TLS or
Kerberos)

Appliesto TLSif TLS is enabled

(SMF1154_2_FDCFExt_AUTH_TLS =
1)

AppliestoKerberosif Kerberosis
enabled
(SMF1154_2_FDCFExt_AUTH_GSSA
PI=1)
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For TLS,
SMF1154_2_FDCF_Seclogin_NOCL
IENTAUTH (‘N’) = No client
authentication

SMF1154_2_FDCF_SecLogin_REQU

IRED (‘R’) — Server authenticates
client certificate

SMF1154_2_FDCF_Seclogin_VERIF
YUSER (‘V’) — Certificate’s user ID
must match the loginuser ID

For Kerberos, the client’s ticket is
always processed:

N —Not applicable
R — Not applicable

SMF1154_2_FDCF_Seclogin_VERIF
YUSER (‘V’)—=UserIDintheclient's

ticket is verified tomatch the login
user ID

Configured withthe SECURE_LOGIN
statement

100(x’6
4’

SMF1154_2_FDCFSecPSW

EBCDIC

Password requiredfor TLS session

Valid if TLS is enabled
(SMF1154_2 FDCFExt_AUTH_TLS =
1)

SMF1154_2_FDCF_SecPSW_OPTIO
NAL (‘O’) - Password is not required
for asession protectedby TLSifthe
client providesacertificate thatcan
be used to authenticate the user

SMF1154_2 FDCF_SecPSW_REQUI
RED (‘R’) — Password is required for
session protectedby TLS

Configured withthe
SECURE_PASSWORD statement

65



z/0S Communications Server

101(x’6
5%)

SMF1154_2_FDCFSecPSWKerb

EBCDIC

Password required by Kerberos
session

Valid if Kerberosis enabled
(SMF1154 2 FDCFExt_ AUTH_GSSA
PI=1)

SMF1154_2_ FDCF_SecPSWKerb_0O
PTIONAL (‘O’) - Password is not
required for a session protected by
Kerberosifthe usercanbe
authenticated using a Kerberos
ticket

SMF1154_2_FDCF_SecPSWKerb_R
EQUIRED (‘R’) — Password is
required for session protected by
Kerberos

Configured withthe
SECURE_PASSWORD_KERBEROS
statement

102(x’6
6’)

SMF1154_2_FDCFTLSMec

Binary

TLS mechanism

Valid if TLS is enabled
(SMF1154_2_FDCFExt_AUTH_TLS =
1)

SMF1154_2_ FDCF_TLSMec_FTP (0)
—TLSis performed by FTP (value no
longer set in V2R5 or later)

SMF1154_2_FDCF_TLSMec_ATTLS
(1) - TLSis performed by ATTLS

Configured withthe
TLSMECHANISM statement

103(x’6
7’)

SMF1154_2_FDCFTLSRfcLevel

Binary

RFC4217 support level

Valid if TLS is enabled
(SMF1154 2 FDCFExt_ AUTH_ TLS =
1)

SMF1154_2_FDCF_TLSRfcLevel_DR
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AFT (0) - DRAFT level support

SMF1154 2 FDCF_TLSRfcLevel RF
C4217 (1)-RFC4217 level support

SMF1154 2 FDCF_TLSRfcLevel CC
CNONOTIFY (2) - CCCNONOTIFY
(value no longer set in V2R5 or later)

Configured withthe TLSRFCLEVEL
statement

104(x’6 | SMF1154_2_FDCFTLSPort Binary ImplicitTLS port value

8’)
Configured withthe TLSPORT
statement

106(x’6 | SMF1154_2_FDCFUmaskstr EBCDIC | Filemodecreation mask

A’)
Defines which permissionbitsare
not to be set on when az/0OS UNIX
fileis created
Configured withthe UMASK
statement

109(x’6 | SMF1154_2 FDCFSecSessReus EBCDIC | Securesessionreuse

D’) e

Valid if TLS is enabled
(SMF1154_2_FDCFExt_AUTH_TLS =
1)

SMF1154 2 FDCF_SecSessReuse
ALLOWED (‘A’) - Sessionreuse is
allowed

SMF1154_2 FDCF_SecSessReuse_
REQUIRED (‘R’) - Reusing the FTP
control connection’s TLS/SSL

session is required for subsequent
dataconnections

Configured withthe
SECURE_SESSION_REUSE
statement
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110(x’6
E’)

Reserved (set to 0)

FTP daemon configuration data section

This section provides FTP daemon configuration information for values with a variable length. This

sectionincludes a set of variable-length entries. Entries are provided only for statementsthat are
explicitly configured. Use the key field for each entry to determine which statements areincluded.

Offset Name Length Format Description
0(x’00’) SMF1154_2_FDCDIdent | 4 EBCDIC Identifier—‘FDCD’
4(x’04") SMF1154_2_FDCDItems Configurationdataitems.

This field consists of a
variable number of
entriesmapped by the
SMF1154_2 FDCD_ITEM
structure (see Table 7).

Table 7 — FTP daemon configuration section: SMF1154_2_FDCD_ITEM

structure

Offset

Name

Length

Format

Description

0(x’00’)

SMF1154_2_FDCD_Len

Binary

Configurationdata
length (including the
lengths ofthe
SMF1154_2_FDCD_Len
and

SMF1154_2_FDCD_Key
fields)

2(x’02)

SMF1154_2_FDCD_Key

Binary

Configuration data key
(SeeTable 8 for
possible values)

4(x'04")

SMF1154_2_FDCD_Data

Variable

EBCDIC

Configurationdata
string

68



z/0S Communications Server

Table 8 — FTP configuration data keys

Data type
(SMF1154_2_FDCD_Key values)

Data
Length

Format

Description of valuein
SMF1154_2_FDCD_Data

SMF1154_2_FDCD_ADMAILADDR
(1)

1-256

EBCDIC

Email addressofthe FTP server
administrator

Configured withthe ADMINEMAILADDRESS
statement

SMF1154_2_FDCD_ANONHFSINF
0(2)

1-256

EBCDIC

z/0OS UNIX file mask used to find a z/OS
UNIXinformation file whose contentsare
displayed whenananonymous user
changesdirectory. The file mask can
containwildcards or can be a full file name.

Configured withthe ANONYMOUSHFSINFO
statement

SMF1154_2_FDCD_ANONLOGMSG
(3)

1-1024

EBCDIC

z/0S UNIX file or MVS data set whose

contentsare displayed when ananonymous
user logsin.

Configured withthe
ANONYMOUSLOGINMSGstatement

SMF1154_2_FDCD_ANONMVSINF
04)

1-17

EBCDIC

MVS low-level qualifier (LLQ) used to find
an MVS data set whose contentsare
displayed whenananonymous user
changesdirectorytoanMVS data set. The
LLQisappended tothe currentpath.

Configured with the ANONYMOUSMVSINFO
statement

SMF1154_2_FDCD_BANNER (5)

1-1024

EBCDIC

z/0S UNIX file or MVS data set whose

contentsare displayed whenever a user
connectsto FTP.

Configured withthe BANNER statement

SMF1154_2_FDCD_HFSINFO(6)

1-256

EBCDIC

z/0S UNIX file mask used to find a z/OS
UNIX information file whose contentsare
displayed when a known user changes
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directory. The file mask can contain
wildcards or can be a full file name.

Configured withthe HFSINFO statement

SMF1154_2_FDCD_LOGINMSG(7)

1024

EBCDIC

z/0OS UNIX file or MVS data set whose
contents are displayed whena known user
logsin.

Configured withthe LOGINMSG statement

SMF1154_2_FDCD_MVSINFO (8)

EBCDIC

MVS low-level qualifier (LLQ) used to find
an MVS data set whose contentsare
displayed when a known user changes
directorytoanMVS dataset. The LLQis
appendedtothe current path.

Configured withthe MVSINFO statement

SMF1154_2_FDCD_BPXK_SETIBM
OPT_TRANSPORT (9)

EBCDIC

TCP/IP stack withwhichthe FTP server has
stack affinity

Configured with the

_BPXK_SETIBMOPT_TRANSPORT
environment variable

SMF1154_2_FDCD_KRB5_SERVER
_KEYTAB (10)

EBCDIC

KRB5_SERVER_KEYTAB environment
variablevalue

Configured withthe
KRB5_SERVER_KEYTAB environment
variable

SMF type 1154,subtype 3 - TN3270 Telnet server compliance evidence record

The TN3270E Telnet server compliance evidencerecord provides information configuredinthe
TN3270E Telnet server profile for a single server port instance. One or more server portscanbe
configured fora TN3270E Telnet server. Aseparate record (or set of records) is written for each server

portinstance.
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If the SMF informationfor a single server port exceeds 32,756 bytes, multiple records are created to
provide the completeset ofinformation. Inthe SMF 1154 common header SMF1154_C_RecordInd
indicatesif “more records follow” and SMF1154_C_SegNum indicates the sequence number.The
sequence number startsat O inthefirst record and isincremented by 1 with each additionalrecord.
SMF1154_C_Correlatorprovidesacorrelatorvalue unique tothe server port instance.

The tripletsinthe SMF 1154 subtype 3 specific sectionindicate which sections (and how many
instances of the section) areincluded intherecord.

Records within a set of records can be correlated by using the extended record subtype (SMFHDR1_STP)
fromthe extended SMF headerand the system name (SMF1154_C_SystemName), sysplexname
(SMF1154_C_SysplexName), jobname (SMF1154_C_Jobname), request ID (SMF1154_C_RequestID),
and correlator(SMF1154_C_Correlator) fromthe SMF 1154 common header.

Eachrecord containsan SMF extended header,an SMF 1154 commontriplets section,an SMF 1154
common header section, and an SMF 1154 subtype 3 specificsection (self-defining section). The

subtype specificsectionindicates the additional sections thatare includedinthe record.

1154 subtype 3 specific section, self-defining section

This section defines the additional sections that areincluded inthe record. Atriplet isincluded for each
defined section. Thetriplet includes the offset to the section fromthe start of the record, the length ofa
singleinstance of the section, and the number of instances of the sectionin the record.

Offset Name Length | Format Description

0(x’00’) SMF1154 3 _TRN 2 Binary Number of triplets (set to 8)
2(x’02’) 2 Reserved (setto0)

4(x’04") SMF1154 3 S1_Offset 4 Binary Offset to TN3270E Telnet general

information section (fromthe
start of therecord)

8(x’08’) SMF1154_3_S1_length 2 Binary Lengthof TN3270E Telnet
general information section

10(x’0A") SMF1154 3 _S1_Number 2 Binary Number of TN3270E Telnet
general information sections (set
to1)

12(x’0C’) SMF1154 3 S2 Offset 4 Binary Offset to TelnetGlobals section

(from the start of the record)

16(x’10’) SMF1154_3_S2_length 2 Binary Length of TelnetGlobals section
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18(x’12%) SMF1154_3_S2_ Number Binary Number of TelnetGlobals sections
(setto 1)

20(x’14’) | SMF1154_3_S3_Offset Binary Offset to TelnetParms section
(from the start of the record)

24(x’18) SMF1154_3_S3_Length Binary Length of TelnetParms section

26(x’1A%) SMF1154 3 _S3_Number Binary Number of TelnetParms sections
(setto 1)

28(x’1C") SMF1154 3 S4 Offset Binary Offset to ParmsGroup section
(from the start of the record)

32(x’20%) SMF1154_3_S4_length Binary Length of ParmsGroup section

34(x’22) SMF1154_3_S4_Number Binary Number of ParmsGroup sections

36(x’24°) | SMF1154_3_S5_Offset Binary Offset to ParmsMap section (from
the start of the record)

40(x’28’) SMF1154_3_S5_Length Binary Length of ParmsMap section

42(x’2A) SMF1154 3 S5 Number Binary Number of ParmsMap sections

44(x’2C’) SMF1154 3 _S6_Offset Binary Offset to LUMap sections (from
the start of the record)

48(x’30%) SMF1154_3_S6_Length Binary Length of LuMap section

50(x’32") SMF1154 3 _S6_Number Binary Number of LuMap sections

52(x’34") SMF1154 3_S7_Offset Binary Offset to PrtMap section (fromthe
start of the record)

56(x’38’) SMF1154_3_S7_Length Binary Length of PrtMap section

58(x’3A) SMF1154 3 S7 Number Binary Number of PrtMap sections

60(x’3C") SMF1154 3 S8 Offset Binary Offset to RestrictApplsection

(from the start of the record)
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64(x’40°)

SMF1154_3_S8_Length

Binary

Length of RestrictAppl section

66(x’42)

SMF1154 3 S8 Number

Binary

Number of RestrictApplsections

TN3270E Telnet server general information section

This section provides general TN3270E Telnetserver values. Only one of these sections existsin the

record.
Offset Name Length | Format Description
0(X'0") SMF1154_3_TNPIIdent 4 EBCDIC Identifier — “TNPI’
. . Time TN3270E Telnet server was
4(X'4" SMF1154_3_TNPIStartStck 8 Binary started (TOD clock value)
12(X'C") |SMF1154_3 TNPIStartDate |4 Packed Date TN3270E Telnet was started

TN3270E Telnet server TelnetGlobals section

This section provides TN3270E Telnet profile values thatcan be set only ona TelnetGlobals statement.
Only one of these sections existsin the record.

Offset

Name

Length

Format

Description

0(X'0)

SMF1154_3_TNTGIdent

4

EBCDIC

Identifier— ‘TNTG’

4(X'4)

SMF1154_3_TNTGSMFProfile

1

Binary

Profile SMF 119 records

0—-TN3270E Telnet profile SMF
119 records not requested

1-TN3270E Telnet profile SMF
119 recordsrequested

Configured withthe SMFPROFILE/
NOSMFPROFILE parameter

5(X’5")

SMF1154_3_TNTGSMF_GrpDtl

Binary

Profile SMF 119 records
GroupDetail

Valid if

SMF1154 3 TNTGSMFProfile=1

0—-TN3270E Telnet profile SMF
119 records with GROUPDETAIL
not requested
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1-TN3270E Telnet profile SMF
119 records with GROUPDETAIL
requested

Configured withthe SMFPROFILE
GROUPDETAIL / NOGROUPDETAIL
parameter

6(X’'6")

SMF1154_3_TNTGSAEnable

1

Binary

SNMP subagent enabled
0 - SNMP subagent disabled
1 - SNMP subagent enabled

Configured withthe TNSACONFIG
ENABLED/DISABLED parameter

7(X’7’)

SMF1154_3_TNTGSACommNa
me

Binary

SNMP Community name
configured

Valid if
SMF1154_3_TNTGSAEnable=1.

0 — Community name “public” used

1 — Community name configured to
value other than public

Configured withthe TNSACONFIG
COMMUNITY parameter

8(X’'8")

SMF1154_3_TNTGSAPort

Binary

SNMP agent port

Valid if
SMF1154_3_TNTGSAEnable=1.

Configured withthe TNSACONFIG
AGENT parameter

10(X’A’)

SMF1154_3_TNTGTCPName

EBCDIC

TCP/IPstackname

TCP/IP stack name, ifthe TN3270
Telnet server has affinity toa
specific TCP/IP stack

Otherwise, set to blanks

Configured withthe
TCPIPJOBNAME /
NOTCPIPJOBNAME parameter

74



z/0S Communications Server

Common parameters structure

The common parameters structureisincluded inthe TelnetParms and ParmsGroup sections. It begins at
the same offset within each section.

Offset Name Length Format Description

Check clientconnections

SMF1154_3_TPCCConn_Chk (1) -
Check connectivity of pre-existing
connections whenestablishing a
new connectionwiththe same
client identifier

SMF1154_3_TPCCConn_NoChk (2)
— Do not check connectivity of pre-
existing connections when

0(X’0’) [sMF1154 3 TPCCConn 1 Binary establishing anew connection with
- the same client identifier

SMF1154_3_TPCCConn_NA(0)-—
Value not configured for
ParmsGroup, associated
TelnetParmsvaluein effect

Configured withthe
CHECKCLIENTCONN/
NOCHECKCLIENTCONN statement

Connectiontype

SMF1154 3 _TPCONNT_SSL(1) -
Secure, TLS sessionrequired for
connection

SMF1154_3_TPCONNT_NEGTSSL
1(X'1’) |SMF1154_3_TPConnT 1 Binary (2) - TN3270 negotiate secure, TLS
session required for connection.
However,a TN3270 negotiationis
donetodetermineif theclientis
willing to negotiatea TLS session. If
so, a TLS handshake begins. If not,
the connectionis closed.
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Offset

Name

Length

Format

Description

SMF1154 3 TPCONNT_BASIC(3) -
Basic, connectionis established
without TLS protection

SMF1154_3_TPCONNT_ANY (4) -
Any, anattemptismadeto
establisha TLS session. If the
attempt fails, the connectionis
established without TLS protection.

SMF1154_3_TPCONNT_NONE (5) -
None, client connection requests
rejected

SMF1154_3_TPCONNT_NA(O) -
Value not configured for
ParmsGroup, associated
TelnetParmsvaluein effect

Configured withthe CONNTYPE
statement

2(X’2’)

SMF1154_3_TPExpLogon

Binary

Allow express logon using a
passticket

SMF1154_3_TPEXPLOGON_ALLOW
(1) — Allow express logon using a
passticket basedonthe user’s
client X.5009 certificate

SMF1154_3_TPEXPLOGON_NOALY
OW (2) — Do not allow express logon
using a passticketbasedonthe
user’sclient X.509 certificate

SMF1154 3 _TPEXPLOGON_NA (0)
—Value not configured for
ParmsGroup, associated
TelnetParmsvaluein effect

Configured withthe
EXPRESSLOGON/
NOEXPRESSLOGON statement

76



z/0S Communications Server

Offset

Name

Length

Format

Description

3(X’3)

SMF1154_3_TPExpLogonMFA

Binary

Allow express logon usingan MFA
token

SMF1154 3 _TPEXPLOGONMFA_AL
LOW (1) — Allow express logon
using a Multi-Factor Authentication
(MFA) tokenbased onthe user’s
client X.509 certificate

SMF1154_3_TPEXPLOGONMFA_N
OALLOW (2) - Donot allow express
logonusing an MFA token based on
the user’sclient X.509 certificate

SMF1154 3 TPEXPLOGONMFA_N
A (0) — Value not configured for
ParmsGroup, associated
TelnetParmsvaluein effect

Configured withthe
EXPRESSLOGONMFA/
NOEXPRESSLOGONMFA statement

4(X’4°)

SMF1154_3_TPMFAFallback

Binary

Allow fallback to express logon
using apassticket

Valid if
SMF1154_3_TPExpLogonMFA=1

SMF1154 3 _TPMFAFALLBACK_ALL
OW (1) — Allow fallback to express
logonusing a passticket, if MFAis
active, but unavailable

SMF1154 3 TPMFAFALLBACK_NO
ALLOW (2) — Do not allow fallback
toexpresslogonusing a passticket
when MFA s active, but unavailable

SMF1154_3_TPMFAFALLBACK_NA
(0) — Value not configured for
ParmsGroup, associated
TelnetParmsvaluein effect
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Offset

Name

Length

Format

Description

Configured with
EXPRESSLOGONMFA FALLBACK/
NOFALLBACK statement

5(X’5")

SMF1154_3_TPPPhrase

Binary

Passphrase can be accepted on
solicitorscreen

SMF1154_3 TPPPHRASE_PASSPH
RASE (1) — Solicitor screen provides
space forapassphrase

SMF1154_3_TPPPHRASE_NOPASS
PHRASE (2) — Solicitor screen
provides space only for a password

SMF1154_3_TPPPHRASE_DISPAS
SPHRASE (3) - Solicitorscreenonly
provides password support

SMF1154_3_TPPPHRASE_NA(0) -
Value not configured for
ParmsGroup, associated
TelnetParmsvaluein effect

Configured withthe
PASSWORDPHRASE /
NOPPASSWORDPHRASE /
DISABLEPASSWORDPHRASE
statement

6(X’6’)

SMF1154_3_TPTTLSPort

Binary

Portis used for TLS connections

Valid for TelnetParms

SMF1154_3 _TPTTLSPORT_SECUR
E (1) — portis used for connections
that are secured with TLS
(TTLSPORT)

SMF1154 3 _TPTTLSPORT_UNSEC
URE (2) — portis used for unsecured
connections (PORT)

SMF1154_3_TPTTLSPORT_NA (0)
—Value not configured for
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Offset

Name

Length

Format

Description

ParmsGroup, associated
TelnetParmsvalueineffect

Configured withthe PORT or
TTLSPORT statement

7(X’7’)

SMF1154_3_TPSMFInit119

Binary

TN3270E Telnet SNA Session
Initiation SMF 119 records

SMF1154 3 _TPSMFINIT119 REQ
(1) —TN3270E Telnet SNA Session
Initiation SMF 119 records
requested

SMF1154_3_TPSMFINIT119_NOR
EQ(2) —TN3270E Telnet SNA
Session Initiation SMF 119 records
not requested

SMF1154_3_TPSMFINIT119_NA
(0) - Value not configured for
ParmsGroup, associated
TelnetParmsvaluein effect

Configured withthe SMFINIT
TYPE119 statement

8(X’'8")

SMF1154_3_TPSMFTerm119

Binary

TN3270E Telnet SNA Session
Termination SMF 119records

SMF1154_3_TPSMFTERM119_REQ
(1) = TN3270E Telnet SNA Session
Termination SMF 119 records
requested

SMF1154_3_TPSMFTERM119_NOR
EQ(2) —TN3270E Telnet SNA
Session TerminationSMF119
records not requested

SMF1154 3 _TPSMFTERM119_NA
(0) — Value not configured for
ParmsGroup, associated
TelnetParmsvaluein effect
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Offset

Name

Length

Format

Description

Configured withthe SMFTERM
TYPE119 statement

9(X’9’)

SMF1154_3_TPTKOGenLu

Binary

Generic LU takeover

SMF1154_ 3 _TPTKOGENLU_NOTEN
ABLED (1) - Generic LU takeover not
enabled (NOTKOGENLU or NOTKO)

SMF1154 3 _TPTKOGENLU_ENABL
ED (2) - Generic LU takeover
enabled, session not transferred to
the taker connection (TKOGENLU)

SMF1154_3 TPTKOGENLU_RECON
(3) - Generic LU takeover enabled,
session transferred tothe taker
(TKOGENLURECON)

SMF1154_3_TPTKOGENLU_NA (0)
- Value not configured for
ParmsGroup, associated
TelnetParmsvaluein effect

Configured withthe TKOGENLU,
NOTKOGENLU, TKOGENLURECON,
or NOTKO statement

10(X’A’)

SMF1154_3_TPTKOSpecLu

Binary

Specific LU takeover

SMF1154_3 TPTKOSPECLU_NOTE
NABLED (1) - Specific LU takeover
not enabled (NOTKOSPECLU or
NOTKO)

SMF1154 3 TPTKOSPECLU_ENAB
LED (2) - Specific LU takeover

enabled, session not transferred to
the taker connection (TKOSPECLU)

SMF1154 3 TPTKOSPECLU RECO
N (3) - Specific LUtakeover
enabled, sessiontransferredtothe
taker (TKOSPECLURECON)
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Offset

Name

Length

Format

Description

SMF1154_3_TPTKOSPECLU_NA (0)
- Value not configured for
ParmsGroup, associated
TelnetParmsvaluein effect

Configured withthe TKOSPECLU,
NOTKOSPECLU,
TKOSPECLURECON, or NOTKO
statement

11(X’B’)

Binary

Reserved, setto0

12(X’'C’)

SMF1154_3_TPInact

Binary

Terminal SNA session inactivity
timer

SMF1154_3_TPINACT_ON(1)-
Inactivity timer in effect

SMF1154_3_TPINACT_OFF (2) -
Inactivity timer not in effect

SMF1154_3_TPINACT_NA(0) -
Inactivity timer not configured for
ParmsGroup, associated
TelnetParmsvaluein effect

Configured withthe INACTIVE
statement

13(X’D’)

SMF1154_3_TPKeeplnact

Binary

Session setup inactivitytimer

SMF1154_3_TPKEEPINACT_ON (1)
— Inactivity timer in effect

SMF1154_3 TPKEEPINACT_OFF
(2) — Inactivity timer not in effect

SMF1154 3 _TPKEEPINACT_NA(0)
- Inactivity timer not configured for
ParmsGroup, associated
TelnetParmsvalue in effect

Configured withthe KEEPINACTIVE
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Offset

Name

Length

Format

Description

statement

14(X’E’)

SMF1154_3_TPPrtInact

Binary

Printerinactivity timer

SMF1154_3_TPPRTINACT_ON (1)
—Inactivity timerineffect

SMF1154_3_TPPRTINACT_OFF (2)
- Inactivity timer not in effect

SMF1154_3_TPPRTINACT_NA(0)-
Inactivity timer not configured for
ParmsGroup, associated
TelnetParmsvaluein effect

Configured using the PRTINACTIVE
statement

15X’F)

SMF1154_3_TPProfInact

Binary

Timer for connections withanon-
current profile

SMF1154_3_TPPROFINACT_ON (1)
— Inactivity timer in effect

SMF1154_3 TPPROFINACT_OFF
(2) — Inactivity timer not in effect

SMF1154_3_TPPROFINACT_NA (0)
- Inactivity timer not configured for
ParmsGroup, associated
TelnetParmsvaluein effect

Configured using the
PROFILEINACTIVE statement

16(X'10’
)

SMF1154 3_TPInactSec

Binary

Terminal SNA session inactivity
timeout (in seconds)

Valid if SMF1154_3_TPInact=1

The timer appliestoa KEEPOPEN
connectiononly whenan SNA
session, withthe VTAM application,
is active. Aconnectionthat hasno
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Offset

Name

Length

Format

Description

client-VTAM session activity for the
specified timeisdropped. The value
isinarangeof 0-99999999. A
value of O disables theinactivity
timer.

Configured withthe INACTIVE
statement

20X’ 24’

SMF1154_3_TPKeeplnactSec

Binary

Session setup inactivity timeout
(in seconds)

Valid if SMF1154_3_TPKeeplnact=
1

The timer appliestoa KEEPOPEN
connectionwithnoactive SNA
session. A connectionthat hasno
client-VTAM activity for the
specified timeisdropped. The value
isinarangeof 0-99999999. A
value of O disables theinactivity
timer.

Configured withthe KEEPINACTIVE
statement

24(X'18’
)

SMF1154_3_TPPrtInactSec

Binary

Printerinactivity timeout (in
seconds)

Valid if SMF1154_3_TPPrtInact=1

A printer connection with no client-
VTAM activity for the specified time
is dropped.Thevalueisin a range
0of 0—99999999. Avalue of 0
disablestheinactivity timer.

Configured using the PRTINACTIVE
statement

28(x'1C’
)

SMF1154 3 TPProfInactSec

Binary

Timeout for connectionswitha
non-current profile (in seconds)

Valid if SMF1154_3 TPProflnact =
1
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Offset

Name

Length

Format

Description

A connectionthat does not have a
SNA session for the specified time
and that is associated with a non-
current profileisdropped. The
valueisinarangeof 0-99999999.
Avalue of O disablestheinactivity
timer.

Configured using the
PROFILEINACTIVE statement

32(X'20°
)

SMF1154_3_TPMaxRcv

Binary

MaxReceive limit

SMF1154 3 _TPMAXRCV_ON(1)-
MAXRECEIVE limit in effect

SMF1154_3_TPMAXRCV_OFF (2) -
MAXRECEIVE limit not in effect

SMF1154_3_TPMAXRCV_NA(0) -
MAXRECEIVE limit not configured
for ParmsGroup, associated
TelnetParmsvaluein effect

Configured using the MAXRECEIVE
statement

33(x"21
)

SMF1154_3_TPMaxReqSess

Binary

MaxReqSess limit

SMF1154 3_TPMAXREQSESS ON
(1) —-MAXREQSESS limit in effect

SMF1154 3 TPMAXREQSESS_OFF
(2) = MAXREQSESS limit not in
effect

SMF1154_3_TPMAXREQSESS_NA
(0) - MAXREQSESS limit not
configured for ParmsGroup,
associated TelnetParmsvaluein
effect

Configured using the MAXREQSESS
statement
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Offset

Name

Length

Format

Description

34(x'22’
)

SMF1154_3_TPMax_RUChain

Binary

MaxRUChainlimit

SMF1154_3 _TPMAX_RUCHAIN_O
N (1) —-MAXRUCHAIN limit in effect

SMF1154 3 TPMAX_RUCHAIN_OH
F(2) —= MAXRUCHAIN limit not in
effect

SMF1154_3 _TPMAX_RUCHAIN_NA|
(0) - MAXRUCHAIN limit not
configured for ParmsGroup,
associated TelnetParmsvaluein
effect

Configured using the MAXRUCHAIN
statement

35(X'23’
)

SMF1154_3_TPMaxTcpSendQ

Binary

MaxTCPSendQ limit

SMF1154 3 _TPMAXTCPSENDQ_O
N (1) —-MAXTCPSENDQ limit in
effect

SMF1154 3 TPMAXTCPSENDQ_OH
F (2) = MAXTCPSENDQ limit not in
effect

SMF1154_3 _TPMAXTCPSENDQ_N
A (0) - MAXTCPSENDQ limit not
configured for ParmsGroup,
associated TelnetParmsvaluein
effect

Configured using the
MAXTCPSENDQ statement

36(X"24
)

SMF1154_3_TPMaxVtamSendQ

Binary

MaxVTAMSendQ limit

SMF1154_3_TPMAXVTAMSENDQ _
ON (1) -MAXVTAMSENDQ limit in
effect

SMF1154_3_TPMAXVTAMSENDQ
_OFF (2) —MAXVTAMSENDQ limit
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Offset

Name

Length

Format

Description

not in effect

SMF1154 3 _TPMAXVTAMSENDQ
_NA (0) - MAXVTAMSENDQ limit not]
configured for ParmsGroup,
associated TelnetParmsvaluein
effect

Configured using the
MAXVTAMSENDQstatement

37(X'25’
)

Binary

Reserved, setto0

40(X’28’

SMF1154_3_TPMaxRcvSize

Binary

Bytes received from clientwithout
an EOR

Valid if SMF1154_3_TPMaxRcv=1

The number of bytesthat canbe
received fromaclient without an
End of Record (EOR) being received,
If the amount of datareceived
exceedsthe limit, the connectionis
dropped. Thevalueisin a range of 0
-99999999. Avalue of O disables
the limit check function.

Protectsagainst aclientinasend-
dataloop.

Configured using the MAXRECEIVE
statement

44(x'2C’
)

SMF1154_3_TPMaxReqSessNum

Binary

Number of session requests
received in 10-second period

Valid if
SMF1154_3_TPMaxReqSess =1

Number of session requests that
canbereceivedina 10-second
period. Ifthe limit is exceeded, the
connectionisdropped and anerror
is reported.Thevalueisinarange
of 0-99999999. Avalueof 0
disables the limit check function.
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Offset

Name

Length

Format

Description

Protectsagainst session logon
loopsthat are possibly created by
an automatic CLSDST-PASStoan

inactive application.

Configured using the MAXREQSESS
statement

48(X'30’
)

SMF1154_3_TPMaxRUChainNum

4

Binary

Number of chained RUs received
withoutanEC

Valid if
SMF1154_3_TPMax_RUChain=1

The number of chained RUs
received fromanapplication
without anend of chain (EC) being
received. If the number of RUs
received exceeds the limit, the
session, and conditionally the
connection, isdropped. Thevalueis
inarangeof 0-99999999.Avalue
of O disablesthe limit check
function.

This parameter protects against a
host application sending too much
chained data.

Configured using the MAXRUCHAIN
statement

52(X’34’

SMF1154_3_TPMaxTcpSndQNuni
a

Binary

Number of bytes queued tobe
senttoaclient

Valid if
SMF1154_3_TPMaxTcpSendQ=1

The number of bytesthat are
queued tobesenttoa client. Ifthe
gueue size exceedsthe limit, the
connectionisdropped.Thevalueis
inarangeof 0-99999999. Avalue
of O disables the limit check
function.

This parameter prevents large
amounts of storage from being held
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Offset

Name

Length

Format

Description

for datathat isdestined foran
unresponsive client.

Configured using the
MAXTCPSENDQ statement

56(X’38’
)

SMF1154_3_TPMxVtamSndQNu
m

Binary

Number of RPLs queuedtobe sent
to VTAM

Valid if
SMF1154_3_TPMaxVtamSendQ = 1

The number of data segments
(RPLs) queued tobe sent to VTAM.
If the queue size exceeds the limit,
the connectionis dropped. The
valueisinarangeof 0-99999999.
Avalue of O disables the limit check
function. This parameter protects
against using large amounts of
storagetocontaindata destinedfor
a host VTAM applicationthat is not
receiving data.

Configured using the
MAXVTAMSENDQstatement

60(X’3C’
)

SMF1154_3_TPNacUserlId

EBCDIC

Network access userID

If not blank, user ID used for
network access (NETACCESS)
control checking.

Otherwise (field is blank), the
TN3270E Telnet’'saddress space
user ID is used for network access
control checking.

Configured withthe NACUSERID /
NONACUSERID statement

TN3270E Telnet server TelnetParms section

This sectionidentifies the server port for which the record is being written. This sectionprovidesthe
profile valuesthat canbe set onthe TelnetParms statement.
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Note: A server port isidentified witha port number, a port numberand IP address, or a port number and
link name.

The TelnetParmssectionincludes areference tothe Common parameters structure.

Offset

Name

Length

Format

Description

0(X'0")

SMF1154_3_TNTPIdent

4

EBCDIC

Identifier— ‘TNTP’

4(X’4")

SMF1154_3_TNTPPortNum

Binary

Port number

Configured withthe PORT or
TTLSPORT statement

6(X’'6")

SMF1154_3_TNTPIndex

Binary

Internalindexused by IBM

8(X’8’)

SMF1154_3_TNTPPortIpAddr4

4

Binary

IPv4 address qualifying port
Valid if
SMF1154_3_TNTPPQ_IPaddr=1
and SMF1154_3_TNTPPQ_IPv6=
0.

Configured withthe PORT or
TTLSPORT statement

8(X’8’)

SMF1154_3_TNTPPortIpAddré

16

Binary

IPv6 address qualifying port

Valid if
SMF1154_3_TNTPPQ_IPaddr=1
and SMF1154_3_TNTPPQ_IPv6=
1.

Configured withthe PORT or
TTLSPORT statement

24(X’18’

SMF1154_3_TNTPPortLink

16

EBCDIC

Link name qualifying port

Valid if SMF1154 3 TNTPPQ_Link
=1. Otherwise, set to blanks.

Configured withthe PORT or
TTLSPORT statement

40(X’28’

SMF1154_3_TNTPPQ_Link

Binary

Whether the portis qualified with
link name

0 - Portis not qualified withalink
name

1 - Port is qualified with a link name

Configured withthe PORT or
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Offset

Name

Length

Format

Description

TTLSPORT statement

41(X’29’

SMF1154_3_TNTPPQ_IPaddr

Binary

Whetherthe portis qualified with
IP address

0 — Portisnot qualified withanIP
address

1 - Portisqualified withanIP
address

Configured withthe PORT or
TTLSPORT statement

42(X"2A

SMF1154_3_TNTPPQ_IPv6

Binary

IPvé6 indicator

This field is valid if the port is
qualified withanIP address
(SMF1154_3_TNTPPQ_IPaddr=1),

0 - IPv4 address providedin
SMF1154_3_TNTPPortIpAddrd

1-IPv6 address providedin
SMF1154_3_TNTPPortIpAddré

43(X’2B’

13

Binary

Reserved, setto0

56(X’38’

SMF1154_3 _TNTPCParms

68

See Common parameters structure

TN3270E Telnet server ParmsGroup section

This optional section provides the values of the ParmsGroup statements in the BEGINVTAM block for
the server port.

Note: A server port canbe identified witha port number, a port number and IP address, or a port
number and link name. One entry exists for each ParmsGroup statement for the server port.

The ParmsGroup sectionincludes a reference tothe Common parameters structure.

Offset Name Length Format Description
0(X'0") SMF1154_3_TNPGIdent 4 EBCDIC Identifier — “TNPG’
Port number
4(X'4’) SMF1154_3_TNPGPortNum (2 Binary Port number for the server port
instance.
6(X'6’) SMF1154 3 TNPGIndex 2 Binary Internalindexused by IBM
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Offset

Name

Length

Format

Description

8(X’'8")

SMF1154_3_TNPGPortIpAddr4

Binary

IPv4 address qualifying port

Valid if
SMF1154_3_TNPGPQ_IPaddr=1
and SMF1154_3_TNPGPQ_IPv6 =
0.

IPv4 address for the server port
instance.

8(X’8’)

SMF1154_3_TNPGPortIp

Addré

16

Binary

IPv6 address qualifying port
Valid if
SMF1154_3_TNPGPQ_IPaddr=1
and SMF1154_3_TNPGPQ_IPv6 =
1.

IPv6 addressfor the server port
instance.

24(X’18")

SMF1154_3_TNPGPortLink

16

EBCDIC

Link name qualifying port

Valid if SMF1154_3 TNPGPQ_Link
=1. Otherwise, set to blanks.

Link name for the server port
instance.

40(X’28’)

SMF1154_3_TNPGPQ_Link

Binary

Whetherthe portis qualified with
link name

0 - Portis not qualified withalink
name

1 - Port is qualified with a link name

41(X’29’)

SMF1154_3_TNPGPQ_IPaddr

Binary

Whether the port qualified withIP
address

0 — Portisnot qualified withanIP
address

1 - Portisqualified withanIP
address

42(X'2A")

SMF1154_3_TNPGPQ_IPv6

Binary

IPv6 indicator

This field is valid if the port is
qualified withanIP address
(SMF1154_3_TNPGPQ_IPaddr=1),
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Offset

Name

Length

Format

Description

0 - IPv4 address providedin
SMF1154_3_TNPGPortIpAddrd

1 - IPv6 address providedin
SMF1154_3_TNPGPortIpAddré

43(X’2B’)

Binary

Reserved, setto0

48(X’30’)

SMF1154_3_TNPGGroupName

EBCDIC

ParmsGroup hame

56(X’38)

SMF1154_3_TNPGCParms

68

See Common parameters structure

Client ID structure

The client ID structureisincludedinthe ParmsMap, LUMap, and PrtMap sections. The client ID canbe
one of several types. SMF1154_3_IDTypeidentifiesthetypeofclient ID.

The size of the client ID structureisvariable. The length of the sectionin the record must be used to
parsetherecord.

If theclient ID structure contains a host name, SMF1154_3_IDHlen containsthe length of the host

name.

Offset

Name

Length

Format

Description

0(X’0")

SMF1154_3_IDType

Binary

ClientID type

SMF1154_3_ID_EMPTY (0)
Unknowntype

SMF1154_3_ID_USERID (1)

SMF1154_3_IDUserisa
USERID

SMF1154_3_ID_HNAME (2)

SMF1154 3 IDHnameisa
HOSTNAME

SMF1154_3_ID_IPADDR (3)

SMF1154_3_IDIpAddrxis
an IPADDR

SMF1154_3_ID_USERGRP (4)

SMF1154_3_IDGrpNameis
a USERGRP

SMF1154_3_ID_HNGRP(5)
SMF1154_3_IDGrpName s
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Offset Name

Length

Format

Description

an HNGRP
SMF1154_3_ID _IPGRP(6)

SMF1154_3_IDGrpNameis
an IPGRP

SMF1154_3_ID_DESTIP (7)

SMF1154_3_IDIpAddrxisa
DESTIP

SMF1154_3_ID_LNKNAME (8)

SMF1154 3 IDLinkNameiis
a LINKNAME

SMF1154_3_ID_DIPGRP (9)

SMF1154_3_IDGrpNameis
a DESTIPGRP

SMF1154_3_ID_LNKGRP (10)

SMF1154_3_IDGrpNameis
a LINKGRP

SMF1154_3_ID_NULL(11)

No ID is associated

1(X’1’) [SMF1154_3_IDIPvé6

Binary

IPvé6 indicator

Valid if client identifierisan IP
address (SMF1154_3 _IDType=3
or7)

0 - IPv4 address providedin
SMF1154_3_IDIPAddr4

1-IPv6 address providedin
SMF1154_3_IDIPAddré6

1(X’1’) [SMF1154_3_IDHlen

Binary

Length of host name

Valid if client identifieris a host
name (SMF1154_3_IDType=2)

2(X’2’)  |SMF1154_3_IDUser

EBCDIC

UserID

Valid if client identifierisa user ID
(SMF1154_3 IDType=1)

2(X’2’)  [SMF1154_3_IDLinkName

16

EBCDIC

Link name

Valid if client identifieris a link
name (SMF1154_3_IDType=_8)

2(X’2’)  [SMF1154_3_IDGrpName

16

EBCDIC

Group name
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Offset

Name

Length

Format

Description

Valid if client identifier is group
name (SMF1154_3_IDType=4,5,
6,9,0r10)

2(X’'2")

SMF1154_3_IDIPaddr4d

Binary

IPv4 address

Valid if client identifier isan IPv4
address (SMF1154_3_IDType=3
or 7and SMF1154_3_IDIPv6 =0)

2(X’2’)

SMF1154_3_IDIPaddr6

16

Binary

IPv6 address

Valid if client identifier isan IPv6
address (SMF1154_3_IDType=3
or 7and SMF1154 3 IDIPv6=1)

2(X'2")

SMF1154_3_IDHName

255

EBCDIC

Host name

Valid if client identifier is a host
name (SMF1154_3_IDType=2)

Note: The length of a host name can
beupto 255 bytes. However,
SMF1154_3_IDHlen must be used
toknow the length of the host
name.

TN3270E Telnet server ParmsMap section

This optional section providesthe values ofa ParmsMap statementinthe BEGINVTAM block for the

server port that isidentified inthe TelnetParms section. One entry exists for each ParmsMap statement
for the server port.

The ParmsMap sectionincludes areferencetoaclient ID thatcanbe one of several types. See the Client
ID structure for the definition of the client ID.

The size of the client ID structure is not fixed. The length of the ParmsMap sectioninthe record must be
used to parsetherecord.

Offset Name Length | Format Description
0(X'0") SMF1154_3_TNPMIdent 4 EBCDIC Identifier — “TNPM’
4(X'47) SMF1154 3 TNPMName 8 EBCDIC ParmsGroup name
12(X’C’) |SMF1154_3_TNPMClid ClientIdentifier

SeeClient ID structure
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TN3270E Telnet server LUMap section

This optional section provides the values ofan LUMap statementinthe BEGINVTAM block for the server

port that isidentified inthe TelnetParms section. One entry exists for each LUMap statement for the
server port.

The LUMap sectionincludesareferencetoaclient ID that can be one of several types. See the Client ID
structure for the definition of the client ID.

The size of the client ID structure is not fixed. The length of the LUMap sectioninthe record must be
used to parsetherecord.

Offset Name Length Format Description
0(X'0" SMF1154_3_TNLMIdent 4 EBCDIC [Identifier—‘TNLM’
4X'4’) SMF1154_3_TNLMName 8 EBCDIC [LUor LUGroup name

ParmsGroup hame

ParmsGroup name if configured.

Otherwise, set to blanks.
12(X’C’) SMF1154_3_TNLMPName 8 EBCDIC

Configured withthe PMAP
parameter onthe LUMAP statement

. Client Identifier
20(X’14’) |SMF1154_3_ TNLMClid ,
See Client ID structure

TN3270E Telnet server PrtMap section

This optional section provides the values of a PrtMap statement in the BEGINVTAM block for the server

port that isidentified inthe TelnetParms section. One entry exists for each PrtMap statement for the
server port.

The PrtMap sectionincludesareference toaclient ID that can be one of several types. See the Client ID
structure for the definition of the client ID.

The size of the client ID structureis not fixed. The length of the PrtMap sectioninthe record must be
used to parsetherecord.

Offset Name Length Format Description
o(x'o" SMF1154_3_TNRMIdent 4 EBCDIC Identifier — “TNRM’
4(X’4") SMF1154 3 TNRMName 8 EBCDIC Printer LU or PRTGroup name

ParmsGroup name
12(X’C’) SMF1154_3_TNRMPName |8 EBCDIC

ParmsGroup name if configured.
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Offset Name Length Format Description

Otherwise, set to blanks.

Configured withthe PMAP
parameter onthe PRTMAP
statement

Client Identifier
20(X’14’) |SMF1154 3 TNRMClid

See Client ID structure

TN3270E Telnet server RestrictAppl section

This optional section provides the values of the Restrict Appl statements in the BEGINVTAM blockfor the
server port that isidentified inthe TelnetParms section.

Eachsectionincludesup to10 user IDs associated with the RestrictApplstatement.If there are more
than10 user IDs, additional sections areincluded.

Offset Name Length Format Description

0(X'0") SMF1154_3_TNARIdent 4 EBCDIC [Identifier — ‘“TNAR’

Application name

A(X'4’)  |SMF1154_3_TNARName |8 EBCcDIC  |The host applicationname, as
specified inVTAMLST. Wild card

characterscanbeincluded.

Usederived userID

0 - Use RestrictAppl password
validation

1 - Usederived user ID based on
12(X’C’) SMF1154_3_TNARCertAuth |1 Binary TLS client certificate, skipping the
RestrictAppl passwordvalidation

Configured withthe RestrictAppl

CertAuthstatement
13(X’D’") 3 Binary Reserved, setto0
16(X’10°) |SMF1154 3 TNARLstCnt 4 Binary Total number of user IDs defined
20(X’14’) |SMF1154 3 TNARLstIdx 4 Binary Index intouser IDs defined
24(X’18’) |SMF1154_3_TNARLstNum (4 Binary Number of user IDs in this section
28(X’1C’) |SMF1154_3_TNARLst 80 Array of 10 user IDs
28(X’1C’) |SMF1154 3_TNARUser 8 EBCDIC UserID
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SMF type 1154, subtype 4 - CSSMTP client compliance evidence record

The CSSMTP clientcompliance evidence record provides information that is collected from the CSSMTP
configuration file, START parameters, and UNIX environment variables.

The tripletsinthe 1154 subtype 4 specific sectionindicate which sections (and how many instances of
the section)areincluded intherecord.

1154 subtype 4 specific section, self-defining section

This section defines the additional sections that areincluded inthe record. Atriplet isincluded for each

defined section. Thetriplet includes the offset to the section fromthe start of the record, the length ofa
single instance of the section, and the number of instances of the sectionin the record.

Offset Name Length | Format Description

0(x’00’) SMF1154 4 TRN 2 Binary Number of triplets (set to 4)

2(x’02’) 2 Reserved (set to 0)

4(x’04%) SMF1154 4 S1 Offset 4 Binary Offset to CSSMTP identification
section (fromthe start of the
record)

8(x’08") SMF1154_4_S1_length | 2 Binary Length of CSSMTP identification
section

10(x’0A’) SMF1154 4 S1_Number | 2 Binary Number of CSSMTP identification
sections (setto 1)

12(x’0C’) SMF1154 4 S2 Offset 4 Binary Offset to CSSMTP configuration
section (fromthe start of the
record)

16(x’10) SMF1154_4_S2_length | 2 Binary Length of CSSMTP configuration
section

18(x’12") SMF1154_4_S2_Number | 2 Binary Number of CSSMTP configuration
sections (setto 1)

20(x’14") SMF1154 4 S3_ Offset 4 Binary Offset to CSSMTP target server
section (fromthe start of the
record)

24(x’18) SMF1154_4_S3_length | 2 Binary Length of CSSMTP target server
section

26(x’1A") SMF1154_4_S3_Number | 2 Binary Number of CSSMTP target server
sections

28(x’1C’) SMF1154_4_S4 Offset 4 Binary Offset to CSSMTP configuration
datasection (fromthe start of the
record)

32(x’20) SMF1154 4 S4 length | 2 Binary Length of CSSMTP configuration
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datasection

34(x’22)

SMF1154_4_S4_Number

Binary

Number of CSSMTP configuration
datasections (setto1)

CSSMTP identification section

This sectionidentifiesthe CSSMTP client thatcreated thisSMFrecord.

Offset Name Length Format Description
o(x'o" SMF1154_4 _MLCI_Ident |4 EBCDIC Identifier - ‘MLCI’
4(X'4) SMF1154 4 MLCI_IJMR |24 Structure |Job Management Record
4(X'4" SMF1154 4 MLCI_Job 8 EBCDIC Jobname
Time since midnight, in hundredths
12(X'C") SMF1154_4_MLCI_Entry |4 Binary of a second, when CSSMTPwas
started.
o Date when CSSMTP was started, in
16(X'10" SMF1154 4 MLCI_EDate (4 Packed the form OcyydddF.
User-defined identification field
takenf it t
20(X'14)  |SMF1154 4 MLCI_USEID |8 epcprc  |takenfromcommonexit parameter
area, not from USER=parameteron
job statement).
External writername
28 (XI:LCI) SMF1154_4_MLCI_EXtWrt 8 EBCDIC Conﬂgured withthe ExtWrtName
statement.
36(X'24" SMF1154 4 MLCI_Jes 4 EBCDIC JES subsystemname
CSSMTP configuration section
This section provides configuration settings for this CSSMTP client.
Offset Name Length Type Description
0(X'0" SMF1154_4_MLCF_Ident |4 EBCDIC Identifier — ‘MLCF’
TCP/IPstackwithwhichCSSMTP
has affinity
TCP/IP stack nameifthe CSSMTP
4(X’4") SMF1154_4_MLCF_Tcpip |8 EBCDIC [client hasstack affinity. Otherwise,

set to blanks.

Set fromthe -p/-P CSSMTP start
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Offset

Name

Length

Type

Description

option.

12(X’C’)

SMF1154_4_MLCF_UserIn

Binary

CSSMTP userinformation
included in mail header

0 — Userinformationis not inserted
into the mail message header by
CSSMTP

1 - Userinformationis inserted into
the mail message header by
CSSMTP

Configured withthe UserInfo
parameter onthe Header
statement.

13(X'D")

SMF1154_4_MLCF_SmfCo

nf

Binary

CSSMTP configuration SMF 119
records

0— CSSMTP configuration SMF 119
records not requested

1 - CSSMTP configuration SMF 119
recordsrequested

Configured withthe Config
parameteronthe SMF119
statement.

14(X’E’)

SMF1154_4_MLCF_SmfCo

nn

Binary

CSSMTPconnectionSMF 119
records

0 - CSSMTP connectionSMF 119
records not requested

1 - CSSMTP connectionSMF 119
recordsrequested

Configured withthe Connect
parameteronthe SMF119
statement.

15(X’F")

SMF1154_4_MLCF_SmfMa

L

Binary

CSSMTP mail message SMF 119
records

0— CSSMTP mail message SMF 119
records not requested

1 - CSSMTP mail message SMF 119
recordsrequested
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Offset Name Length Type Description

Configured with the Mail parameter
on the SMF119 statement.

CSSMTPspool SMF 119 records

0— CSSMTP spool SMF 119records
not requested

1 - CSSMTP spool SMF 119records

SMF1154_4_MLCF_SmfSp 1 Binary requested

16(X’10’) ool
Configured withthe Spool
parameteronthe SMF119
statement.

CSSMTPstatisticsSMF 119
records

0 - CSSMTP statisticsSMF 119
records not requested

SMF1154_4_MLCF_SmfSty 1 - CSSMTP statisticsSMF119

17(X'11’) ts 1 Binary records requested

Configured withthe Stats
parameteronthe SMF119
statement.

CSSMTP user exit version

SMF1154_4_MLCF_USEREXIT_NO
NE (0) - CSSMTP user exit is not
configured or is not active

SMF1154_4_MLCF_USEREXIT_VER
SION2 (2) - CSSMTP user exit uses
the exit facility token name
EZBTCPIPSMTPEXIT. Only supports

SMF1154_4_MLCF_UserEx 1 Binary RFC 821 mail syntax.

18(X'12") t

SMF1154_4_MLCF_USEREXIT_VER
SION3(3) - CSSMTP user exit uses
the exit facility token name
EZATCPIPCSSMTPV3.Supports
bothRFC 821 and RFC 2821 mail
syntax.

Configured withthe USEREXIT
statement.
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Offset

Name

Length

Type

Description

19(X’13")

Reserved. Setto 0.

CSSMTP target server section

This section provides configuration settings for a target server thatis configured with the TargetServer
statement. There canbe multiple instances of this section, one for each target server.

Note: More thanone target server can be defined with a single TargetServer statement.

Offset

Name(Dim)

Length

Type

Description

0(X'0")

SMF1154_4_MLTS_Ident

4

EBCDIC

Identifier— ‘MLTS’

4(X'4")

SMF1154_4_MLTS_Port

2

Binary

Target server port value

Configured withthe ConnectPort
parameteronthe TargetServer
statement.

6(X'6")

SMF1154_4_MLTS_Type

Binary

Type of target server
configuration

SMF1154 4 MLTS_TYPE_ADDRES
S (0) - Target IP address

SMF1154_4 MLTS_TYPE_NAME
(1) - Target name

SMF1154 4 MLTS_TYPE_MX(2)-
Target mail exchange (MX)

Configured withthe TargetIP,
TargetName, or TargetMx
parameteronthe TargetServer
statement.

7(X’7’)

SMF1154_4_MLTS_IPv6

Binary

Target IP address IPv6indicator

This field is valid if a target IP
addressisconfigured
(SMF1154_4_MLTS_Type =0).

0 - IPv4 address providedin
SMF1154_4_MLTS_IPaddrd

1-IPv6 address providedin
SMF1154_4_MLTS_IPaddré
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Offset

Name(Dim)

Length

Type

Description

8(X'8")

SMF1154_4_MLTS_IPaddr

4

Binary

Target IPv4 address

This field is valid if a target IPv4
addressis configured
(SMF1154_4_MLTS_Type=0and
SMF1154_4_MLTS_IPv6 =0).

Configured withthe TargetIP
parameteronthe TargetServer
statement.

8(X'8")

SMF1154_4_MLTS_IPaddr

6

16

Binary

TargetIPv6 address

This field is valid if a target IPv6
addressisconfigured
(SMF1154_4_MLTS_Type =0and
SMF1154_4_MLTS_IPv6 =1).

Configured withthe TargetIP
parameteronthe TargetServer
statement.

24(X'18")

SMF1154_4_MLTS_Secure

1

Binary

TLS supportrequired

Indicates whether Transport Layer
Security (TLS)is required between
the CSSMTP client and the target
server.

SMF1154_4_MLTS_SECURE_TLSN
0 (0) - TLSis not required

SMF1154 4 MLTS_SECURE_TLSRE
Q (1) -TLS isrequired

Note: If the STARTTLS SMTP
command is used in the spool file, a
TLS connectionisattemptedwith
the target server evenif
SMF1154_4 MLTS_SecureisO.

Configured withthe Secure
parameteronthe TargetServer
statement.

25(X’19’)

Reserved. Set to 0.
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CSSMTP configuration data section

This section provides configuration information for CSSMTP client configuration statements with
variable-length values. Thereis one instance of this section with one or more variable-length entries.

The sectionincludes a sectionidentifierand a variable number of entries that are mapped by the
SMF1154 4 MLCD_ITEMstructure.

Offset Name Length | Format Description
0(x’00") SMF1154 4_MLCD_Ident | 4 EBCDIC | Identifier—‘MLCD’
4(x’04") SMF1154_4 MLCD_Items Configurationdataitems. This field

consists of a variable number of
entriesthat are mapped bythe
SMF1154_4 _MLCD_ITEM
structure (see Table 9).

Table 9 — CSSMTP configuration data section: SMF1154_4_MLCD_ITEM structure

Eachentryincludesalength, key,and value. The lengthis the length of the entry including the length of
SMF1154_4_MLCD_Lenand SMF1154_4_MLCD_Key. The key identifies the configuration data thatis
provided inthe entry.

Offset Name Length | Format Description
0(x’00") SMF1154 4 MLCD_Len 2 Binary Configuration data length
(including the lengths of the
SMF1154 4 MLCD_Lenand
SMF1154_4_MLCD_Key fields)
2(x’02") SMF1154_4_MLCD_Key 2 Binary Configurationdatakey (See Table
10 for possible values)
4(x’04") SMF1154_4 MLCD_Data Variable | EBCDIC | Configurationdatavalue
Table 10 — CSSMTP configuration data keys
SMF1154_4_MLCD_Key values Data Format Description of valuein
Length SMF1154_4_MLCD_Data
SMF1154_4_MLCD_DomName (40) 1-256 | EBcpic | Resolver-supplieddomain
name
SMF1154_4_MLCD_HostName (41) 1-64 EBCDIC | Resolver-suppliedhost name
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SMF1154_4_MLCD_TargSrv1(42)

1-256

EBCDIC

Target server 1 value

If the first instance of the target
server sectionis defined asa
TargetIP, the datafield that is
identified with this key contains
a text version ofthe IP address.

Otherwise, it contains atarget
name or target MX name value.

Configured withthe TargetIP,
TargetName, or TargetMx
parameteronthe TargetServer
statement.

SMF1154_4_MLCD_TargSrv2(43)

1-256

EBCDIC

Target server 2 value

If the second instance of the
target server sectionis defined
as a TargetIP, the datafield
that is identified with this key
contains a text version of the IP
address.

Otherwise, it containsatarget
name or target MX name value.

Configured withthe TargetIP,
TargetName, or TargetMx
parameteronthe TargetServer
statement.

SMF1154_4_MLCD_TargSrv3(44)

1-256

EBCDIC

Target server 3 value

If the third instance of the
target server sectionis defined
as aTargetIP, the datafield
that is identified with this key
contains a text version of the IP
address.
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Otherwise, it contains atarget
name or target MX name value.

Configured withthe TargetIP,
TargetName, or TargetMx
parameteronthe TargetServer
statement.

Target server4 value

If the fourthinstance of the
target server sectionis defined
as a TargetIP, the datafield
that is identified with this key
contains a text version of the IP
address.

SMF1154_4_MLCD_TargSrv4 (45) 1-256 | EBCDIC o .
Otherwise, it containsatarget

name or target MX name value.

Configured with the TargetIP,
TargetName, or TargetMx
parameteronthe TargetServer
statement.
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IP CONFIGURATION GUIDE

Accounting — SMF records

Installations use Systems Management Facilities (SMF) records for the following reasons:

Performance management

Performance management includes the tasksthatare relatedto verifying that defined service
levels are met, and if not, identifying possible causes.

Aggregatedinformationabout delivered service, structured by organizational units (for which
service levels have beendefined) is needed to performthese tasks. These reportsare typically
time series with varying levels of time intervals, ranging from weeks through daystoatime
interval that matches the SMF interval. Some examples of potential reports related to
performance managementare:

e TCPconnectionelapsed time per server portnumber per time of day (potentially broken
downon source IP address, or netmask)

¢ Number of TCP connections per server port number per time of day (potentially broken
downon source IP address, or netmask)

e Numberofinbound/outbound bytes transferredin TCP connections per time of day
(potentially broken downinvarious ways: per destination or source port, per destination
IP address, netmask, orintotal, etc.)

e TCPretransmissionactivity pertime of day (potentially broken down perdestination IP
address, or netmask)

e Numberofoutbound TCP connections per time of day (potentially brokendown per
destination IP address, or netmask)

e Numberofinbound/outbound UDP datagrams per time of day (potentially broken down
on server port number)

e Numberofdiscards, error packets,and unknown protocol packetsinbound and
outbound pertime of day (potentially broken down per interface)

Capacity planning

Capacity planning includes tasks thatare related to forecasting capacity interms of central
processing power, memory, channel-based I/O subsystem, networkattachments, and network
bandwidth. Such planning tasks are based onanalyzing trends for use of capacity during a
preceding period (typically one totwoyears), and applying forecasting metrics, along with
knowledge about planned launches of new applications or use of existing applications, to this

trend inorderto predict capacity needs duringthe next one totwo year period. Some examples
of potential reportsrelatedto capacity planning are:

e Total number of TCP connections per reserved server portnumber per day including
analysis of average and variations around average during daily peak periods
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e Total number of UDP inbound/outbound UDP datagrams perreserved server port
number perday including average and variations around average during daily peak
periods

e Numberofbytesand/or packetstransferred inbound and outbound perinterface (LINK)
pertime of day (potentially broken downinto unicasts, broadcasts, and multicasts)

e Sizeof queuelength perinterface pertime of day

Auditing

Auditing involves tasks that are related toidentifying and proving thatindividual events have
taken place.Some examples of potential reports related to auditing are:

e Detailed informationaboutspecific TCP connections or UDP sockets, IP addresses,
server/client identification, duration, numberof bytes, and soon

e Detailsabout activity thatinvolves a specific client or server

e Detailsabout agivenapplication session based onserver-specific SMF recording, such
as individual Telnet sessions or FTP sessions

e Detailsabout changestothe TCP/IP stackprofile and the user that requested the
change

e Detailsabout changestothe status of dynamic virtualIP addresses (DVIPAs) and
sysplex distributortargets

Compliance

Complianceinvolvestasks that are related toidentifying that certain standards (such as PCI-
DSS) are met. The SMF 1154 record is designed to capture compliance evidence from many MVS
componentsand applications. TCP/IP provides specific compliance evidence that can be used in
conjunctionwith other SMF 1154 records to evaluate a system’s compliancewith one or more
standards.

Some examples of potential reports relatedto complianceare:

o TCP/IPstack configured security settings, such as whether AT-TLS and IPsec are
enabled

o Application-levelcompliance information specificto eachindividual application, for
example:
=  For CSSMTP:Configured security settings,suchas TLS protection
= For FTP: Configured security settings, such as anonymous logon support
= For TN3270: Configured security settings, such as inactivity timeout values

Accounting

Accounting involves tasks that arerelated to calculatinghow much eachindividual user or
organizational unit should be charged for use of the shared central IS resources. Input tosuch
calculationsvary, butis often based on CPU cycle use, data quantities, bandwidth usage, and
memory use. For TCP/IP additional metrics may be defined, suchastype of service used (FTP,
LPD, web server, and soon), and TCP connection-related information (hnumber of connections,
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duration, byte transfer counts, and soon). Some examples of potentialreports related to
accounting are:

e Aggregated number of connectionstoa given server from a given source in termsof a
specific client IP address, or netmask
e Accumulatedconnecttimetoa givenserver from a given sourcein terms of a specific
client IP address, or netmask.
e Numberof bytestransferredto or froma given source in terms of a specific client IP
address, or netmask.
e Amount of data protected by specific manual or dynamic tunnels.
e Application-levelaccounting information specific to each individualserver, for example:
o For Communications Server SMTP (CSSMTP): Information about mail message
processing
o For FTP: Number of transfer operations and bytes retrieved or stored peruser
ID
o For IKED: Informationabout IKE tunnels
o For TN3270: Number of sessions and session type
(TN3270/TN3270E/LINEMODE)

In general, SMF records are created for deferred processing and analysis and are not used for real-time
monitoring purposes. Ina TCP/IP environment, real-time monitoring isimplemented withthe SNMP
protocol and is based oninternal variables that SNMP subagents maintain. However,on z/0S®, much of
the informationthatis writtenin SMF records s also useful froma real-time monitoring perspective. For
information about using z/OS Communications Server TCP/IP network management interfaces (NMIs) to
obtainSMFrecordsinreal time, see z/OS Communications Server: IP Programmer's Guide and
Reference.

As canbeseen, all disciplines require detailed data asinput. Depending onthe discipline, certain levels
of aggregationis performed onthe raw detailed datainorderto performthe tasks of that discipline. The
objective of the TCP/IP product isto define and generate the lowest level of detailthat is needed by all
disciplines. How toaggregate and the actualaggregationis performed by other products, such as
Performance Reporter for z/OS (PR), MVS™ Information Control System (MICS), or SAS-based tools or, in
many cases, customer-written programs.

TCP/IP—-produced SMF records should not be viewed isolated. Other componentsin MVS produce SMF
recordsforthe same purposes asthose produced by TCP/IP. Aninstallationis likely to combine
information from a series of subsystemsin performing detailed performance or capacity planning, or
compliance evaluation. SMF records with information about use of CPU resources and memory
resources peraddress spaceis, for example, produced by other componentsin MVS, and TCP/IP
produced SMF records should not duplicate that information. Also, compliance witha standard (for
example, PCI-DSS) requires datafrom many componentsin MVS and various applications.

The eventsthat trigger SMF records to be writtenand the informationincluded in the SMF records must
accommodate the intended purposes. There can be multiple purposes for given SMF records.

SMFrecordscanbecut at multiple levelsinthe TCP/IP protocolstack,and the typeofinformationthat
canbeincluded depends onwhere the SMFrecordis created:
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e Atthe IPandinterfacelayer,thereisinformationabout ICMP activity, IP packetfragmentation
and reassembly activity, IP checksumerrors, IGMP activity, and ARP activity. At this layer, it is
difficult torelate the information to specific users (remote clients, local socket address spaces,
and so on), so froman accounting point of view, this informationis not very interesting. Because
youcanaggregate network-layer activity to physical interfaces, the informationat the IP and
interface layerisanimportant aspect of both performance and capacity management.

e Atthe transport protocol layer, thereisinformationabout IP addresses, port numbers, and host
names. For TCP-related workload, there is information about connections and information that
is related to TCP connections, such as byte counts, connection times, reliability metrics, and
performance metrics. For UDP-related workload,each UDPdatagramis a separate entity; the
only way toaggregate information for UDP isona UDP socket level, where SMF records could be
created every timea UDP socketis closed.

e Attheapplicationlayer,thereare more details about what goes on, but every applicationis
different and requires separate SMF record definitions and ability to write the SMF records to
implement application-layer SMF recording. Application-layer SMF recording isimplemented by
some applications, suchasthe TN3270E Telnet server (Telnet), the FTP server, the IKE daemon,
and the CSSMTP daemon.

For more informationabout the SMF records provided by z/OS Communications Server functions, see
SMFrecordsinz/OS Communications Server:IP Programmer's Guide and Reference.
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